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[bookmark: _Toc526515316]Executive Summary

The purpose of this document is to describe the policies and procedures the NYS Migrant Education Program has taken in order to implement the Migrant Student Information Exchange (MSIX) Records Exchange initiative.  By creating a formal document, New York has established a written and systemic approach to records exchange based on the proper adoption of agreed upon policies and procedures that would lead to effective execution of inter/intrastate transfer of migrant student records.  In addition, New York is able to deliver professional, accurate, and timely student placement services to a highly mobile student population by following the policies and procedures outlined in this document.


[bookmark: _Toc526515317]MEP Records Transfer Requirements


[bookmark: _Toc526515318]Federal Level

The Migrant Education Program (MEP) is authorized under Sections 1301-1309 of Part C of Title I of the Elementary and Secondary Education Act (ESEA), as amended by Every Student Succeeds Act (ESSA) to collect the necessary set of minimum data elements (MDE) to be transferred between State MEPs.  The United States Department of Education (ED) developed and maintains the MSIX which State and Local Education Agencies use to transfer records on a national level.

[bookmark: _Toc526515319]State Educational Agencies (SEA)

In particular, State Education Agencies (SEAs) are required under Section 1304 (b)(3) and 1308 (b) to promote interstate and intrastate coordination by providing educational continuity through the timely transfer of pertinent school records (including health information) when children move from one school to another, whether or not the move occurs during the regular school year.  This responsibility includes carrying out activities that provide for educational continuity through the timely transfer of pertinent school records, including health information, for migratory children, whether or not they move during the regular school year.

For more information, please reference, Title I, Part C Education of Migratory Children Non-Regulatory Guidance.

[bookmark: _Toc526515320]Local Educational Agencies (LEA)/Migrant Education Tutorial and Support Services Program (METS)

In particular, Local Education Agencies (LEAs), or Migrant Education Tutorial and Support Services Programs (METSs), are required to use the MSIX consolidated record for the purposes of enrollment, placement, and credit accrual as outlined in the SEA’s interconnection agreement (IA).  
[bookmark: _Toc526515321]
Migrant Student Information Exchange (MSIX)
[bookmark: _Toc526515322]Records Exchange Background
The timely transfer of education records for migrant children between schools has been a longstanding challenge.  Migrant children often enroll in multiple schools for varying amounts of time each year as their families migrate in search of temporary or seasonal work in agriculture or fishing.  MEP staffs continue to find it difficult to share and consolidate student information that schools, local educational agencies, and states collect on migrant children in a timely and meaningful way that helps school personnel make appropriate decisions when the students arrive.  These conditions and those shown below prompted the need for an exchange of student records.

· High Movement — Highly mobile migrant student population
· Short Notice — Students move from state-to-state often without notice 
· Lack of Data — Timely and accurate educational information not always available
· Placement Errors — Students placed in incorrect courses or grades 
· Loss of MEP Services — Students not provided the most beneficial MEP services

In response to this challenge and a Congressional mandate to link the existing migrant student information systems, the U.S. Department of Education (ED) implemented the Migrant Student Record Exchange Initiative.  The goals of this initiative are:

· Goal 1: Create an electronic exchange for the transfer of migrant student education data among the States
· Goal 2: Promote the use of the MSIX application
· Goal 3: Ensure the use of the consolidated migrant student record for the purposes of enrollment, placement, and accrual of credits of migrant students
· Goal 4: Produce national data on the migrant population

At the heart of this initiative is the MSIX, the Migrant Student Information Exchange (MSIX) is an online system containing migrant student records from all participating states to facilitate the national exchange of migrant students' educational information among the states.  MSIX is available to State and Local Migrant Education Program (MEP) staff along with other users from the MEP Community. 

The MSIX does not replace existing state migrant student record systems. Rather, it links them in a minimally invasive manner to collect, consolidate, and make critical education data available.  The MSIX also leverages available information provided by the states to ED’s Education Data Exchange Network (EDEN)/ EDFacts system to ease the data collection burden on states.   MSIX offers many benefits to promote its usability.  

MSIX does the following:
· Retrieve and view student information
· Contains the minimum data elements necessary for the proper enrollment, grade and course placement, and accrual of credits for migrant children
· Produces a single “consolidated record” for each migrant child that contains information from each state in which the child was ever enrolled
[bookmark: _Toc526515323]Responsibilities of MSIX Users
[bookmark: _Toc526515324]Rules of Behavior
[bookmark: _Toc526515325]Responsibilities
MSIX is an information system and is to be used for official use only. Users must read, understand, and comply with these Rules of Behavior. Failure to comply with the MSIX Rules of Behavior may result in revocation of your MSIX account privileges, job action, or criminal prosecution.
MSIX users must complete a basic security awareness training course prior to being granted access to the system. The security topics addressed in this document provide the required security awareness content, so it is important that you read through this entire text. Users must also complete annual security awareness refresher training. MSIX will prompt you to reread the Rules of Behavior annually (or more often due to changes in the system or regulations) to meet this requirement.
[bookmark: _Toc526515326]Monitoring
MSIX is a Department of Education computer system. System usage may be monitored, recorded, and subject to audit by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM. Unauthorized use of this system is prohibited and subject to criminal and civil penalties.
System personnel may provide to law enforcement officials any potential evidence of crime found on Department of Education computer systems. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING, RECORDING, and AUDIT.
[bookmark: _Toc526515327]MSIX Security Controls
MSIX security controls have been implemented to protect the information processed and stored within the system. MSIX users are an integral part in ensuring the MSIX security controls provide the intended level of protection. It is important to understand these security controls, especially those with which you directly interface. The sections below provide detail on some of those controls and the expectations for MSIX users.
MSIX security controls are designed to:
· Ensure only authorized users have access to the system; 
· Ensure users are uniquely identified when using the system; 
· Tie actions taken within the system to a specific user; 
· Ensure users only have access to perform the actions required by their position; 
· Ensure MSIX information is not inappropriately released; and 
· Ensure MSIX is available to users when needed. 

Examples of security controls deployed within MSIX include:
· Automated Session Timeout – Users are automatically logged out of MSIX after thirty minutes of inactivity. This helps ensure unauthorized users do not gain access to the system. 
· Role-Based Access Control– User ids are assigned a specific role within MSIX. This role corresponds to the user's job function and restricts access to certain MSIX capabilities. 
· Audit Logging– Actions taken within MSIX are captured in log files to help identify unauthorized access and enforce accountability within the system. 
· Incident Response– If a user suspects their user id has been subject to unauthorized use, contact the MSIX help desk immediately. 
· Communication Protection– Traffic between a user's web browser and the MSIX servers is encrypted to protect it during transmission. 
The sections below describe several other security controls in place within MSIX. It is important that you understand and comply with these controls to ensure the MSIX security is maintained.
[bookmark: _Toc526515328]User Credentials
User credentials are the mechanism by which MSIX identifies and verifies users. These are your user id and password. User ids uniquely identify each MSIX user and allow the MSIX System Administrators to attribute actions taken within the system to a specific user. This tracking is important in enforcing accountability within the system. Passwords are used by MSIX to verify a user’s identity. It is important for you to comply with the following rules governing user credentials:
· Protect your logon credentials at all times. 
· Never share your user id and/or password with anyone else. You are responsible for all actions taken with your user credentials. 
· Your passwords must: 
· Be changed upon initial login to MSIX; 
· Contain at least twelve (12) characters; 
· Contain a mix of letters (upper and lower case), numbers, and special characters (#, @, etc.); 
· Be changed at least every ninety (90) days; and 
· Not reuse your previous six (6) passwords. 
· Do not write your password down or keep it in an area where it can be easily discovered. 
· Avoid using the “remember password” feature. 
· User accounts are disabled after three (3) consecutive invalid attempts are made to supply a password. 
· Reinstatement of a disabled user account can only be reinstated by a Help Desk technician or a system administrator.
· Users are required to use a Multifactor Authenticator (MFA) to confirm user’s authentication. 
[bookmark: _Toc526515329]Protection of MSIX Information
You are required to protect MSIX information in any form. This includes information contained on printed reports, data downloaded onto computers and computer media (e.g. thumb drives), or any other format. In order to ensure protection of MSIX information, you should observe the following rules:
· Log out of MSIX if you are going to be away from your computer for longer than fifteen minutes. 
· Log out of MSIX or lock your computer before leaving your seat. 
· Media (including reports) containing MSIX information should be removed from your desktops during non-business hours. 
· Store media containing MSIX information in a locked container (e.g. desk drawer) during non-business hours. 
· Store digital information in an encrypted format where technically possible. 
· Media containing MSIX information should be properly cleansed or destroyed. 
· Shred paper media and compact discs prior to disposal. 
· USBs and other magnetic media should be cleansed using appropriate software or a magnetic field with sufficient strength so as to make the information unreadable. 
· Note that simply deleting files from magnetic media does not remove the information from the media. 
· Media containing encrypted information can be excluded from the cleansing process, although it is recommended. 
· If the access which you have been granted within MSIX is more than required to fulfill your job duties, it should be reported to appropriate personnel. 
· Do not disclose MSIX information to any individual without a "need-to-know" for the information in the course of their business. 
[bookmark: _Toc526515330]Other Security Considerations
This section describes some additional security items of which you should be aware.
· Incident Response - If you suspect or detect a security violation in MSIX, contact the MSIX Help Desk immediately. For example, if you suspect someone may have used your user id to log in to MSIX, you should contact the MSIX Help Desk. Other warning signs that MSIX may have been compromised include, but are not limited to: inappropriate images or text on the web pages, data formats that are not what is expected, missing data, or MSIX is not available. While these may not be attributed to a compromise, it is better to have it checked out and be sure than to take no action. 
· Shoulder Surfing - Shoulder surfing is using direct observation techniques, such as looking over someone's shoulder, to get information. An example of shoulder surfing is when a person looks over someone else's shoulder while they are entering a password for a system to covertly acquire that password. To protect against this type of attack, slouch over your keyboard slightly when keying in your password to block the view of a possible onlooker. 
· Social Engineering - Social engineering is a collection of techniques used to manipulate people into performing actions or divulging confidential information. For example, a typical social engineering attack scenario is a hacker posing as an authorized user calling a system help desk posing as that user. The hacker, through trickery, coercion, or simply being nice coaxes the help desk technician into providing the login credentials for the user he is claiming to be. The hacker then gains unauthorized access to the system using an authorized user's credentials. 
The example above is one example of a social engineering technique. Another is when a hacker calls a user at random and pretends to be a help desk technician. Under the guise of purportedly fixing a problem, the hacker requests the user's login credentials. If provided, the user has unwittingly provided system access to an unauthorized person.
To defeat social engineering simply question anything that doesn't make sense to you. For example, a help desk technician should never ask a user for their login credentials to resolve a problem. If you receive a call from someone and you are not sure who they are, ask for a callback number. Hang up the phone and call back to the number provided. Hackers will typically provide a bogus number. Ask questions. If the answers you receive do not make sense, end the call and report the incident to your local security organization.
· Faxing - When faxing MSIX information, call the recipient of the fax and let them know it is coming. Ask them to go to the fax machine so they can pull it off right away so any sensitive information is not left lying around the office. 
· Virus Scanning - Scan documents or files downloaded to your computer from the Internet for viruses and other malicious code. Virus scanning software should also be used on email attachments. 
FERPA and the Privacy Act
The Family Educational Rights and Privacy Act (FERPA) permits SEAs, LEAs, and other local operating agencies to use MSIX to exchange personally identifiable information from education records on migratory children, without written parental consent, so long as the information is used only for official MEP purposes in accordance with these Rules of Behavior.  See U.S. Department of Education Memorandum to State Directors of Migrant Education on FERPA and MSIX dated April 2, 2008, available at https://www2.ed.gov/admins/lead/account/ferpa-msix-memo.pdf.   In addition, as a system of records under the federal Privacy Act, authorized users may use and disclose information from MSIX only for the “routine uses” published by the Department in its MSIX system of records notice, which allows disclosure to facilitate a student’s 1) participation in the MEP; 2) enrollment in school; 3) grade or course placement; 4) credit accrual; and 5) unique student match resolution.  See 72 Fed. Reg. 68572-76 (Dec. 5, 2007).  No other disclosures of a student’s name or other personally identifiable information may be made from MSIX without the prior written consent of the parent or student.
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Resources:
· Policies, Regulations and Parent Information: 
MSIX gives Parents and Guardians of migrant children the opportunity to be involved in their child's academic success. The documents below outline how MSIX can empower Parents and Guardians to take active roles in their child's education.
MSIX Brochure English: PDF
MSIX Brochure Spanish: PDF

· MSIX Fact Sheets:
The following fact sheets offer information on how MSIX can help you based on your role. Select the fact sheet that matched your role. Click on the links below to review the fact sheets:

IN REVIEW
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Advocate
Parents		
Recruiter 
Counselor

		

· Policies and Regulations:
These documents detail the policies and regulations of MSIX. Click on any of the links below to review the corresponding document.

MSIX Regulations – 5/2016
MSIX Regulations Dear Colleague Letter w/signature
HEP-CAMP Dear Colleague Letter w/signature
MSIX SORN
MSIX Privacy Impact Assessment
Report to Congress


· Technical References:


Minimum Data Elements


Country and State Codes




MSIX Rules of Behavior


[bookmark: _Toc526515332]MSIX Help Desk: The MSIX Help Desk is available for users with issues regarding your account such as password resets, updates to personal information, and general MSIX information.   You can contact them at:
Email: MSIXsupport@deloitte.com
Phone: 1-866-878-9525 (9:30AM to 6:30PM ET)
[bookmark: _Toc526515333]To receive a password reset, please contact your MSIX State User Administrator: 
Will Messier wilfred.messier@oneonta.edu  (518) 804-3457
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MSIX is used by personnel at the district, region, state, and national levels. MSIX is used mainly by the front-line educators that need migrant student data to make time-sensitive and appropriate decisions on enrollment, grade or course placement, and accrual of credits.  These users are typically the local school registrars and counselors, or Migrant Education Program (MEP) specialists.
State MEP users also require access to MSIX; some of these users directly interface with migrant students and others provide administrative and technical support to the MEP.  U.S. Department of Education (ED) personnel are also MSIX users; however, ED requires MSIX for national trend and statistical analysis purposes only.
The table below identifies the specific user roles and responsibilities for MSIX.  It includes a description of the user’s MSIX job responsibilities, role functions available within the system, and the potential kinds of individuals who may perform in each role.  A second table follows that provides essentially the same information but in a snapshot, abbreviated form.
	MSIX User Roles and Responsibilities

	
User Role
	
Description
	
Functions Allowed
	
Potential Users

	School and District Level Roles

	MSIX Primary
	MSIX Primary Users can query student records in all states.  This user can also initiate the merge and split process for student records in his or her state.
	· Search, display, and print student records for students in all states 
· Initiate merge and split of student records 
· Email notification of an arrival or departure of a student (only Data Specialists may use this feature in NY)
· Export Student Records to File
	· Guidance Counselors
· MEP Data Entry Staff
· Recruiters
· Registrars
· Teachers

	MSIX Secondary
	MSIX Secondary Users can query student records in all states.
	· Search, display, and print student records for students in all states 
· Email notification of an arrival or departure of a student (only Data Specialists may use this feature in NY)
	· Guidance Counselors
· MEP Data Entry Staff
· Recruiters
· Registrars
· Teachers


	State Level Roles

	State Data Administrator
	State Data Administrators can validate or reject near matches, merges and splits of student records.  This user can initiate the merge and split process for student records in their state.  He or she can also resolve data quality issues and serve as the primary point of contact for escalation issues.
	· Search, display, and print student records for students in all states 
· Generate Reports 
· Initiate merge and split of student records 
· Validate or reject record near matches, merges and splits
· Resolve data quality issues
· Respond to escalation requests
· Email notification of an arrival or departure of a student
· Export Student Records to File
	· State MEP Administrators
· MEP Data entry staff

	State User Administrator
	State User Administrators establish and manage user accounts for users in their state.  
	· Create User accounts
· Assign User Role(s)
· Update User account information
· Deactivate User accounts
· Reset passwords 
	· State-identified 

	State Region Administrator
	State Region Administrator establishes and maintains the regional structure and associated districts for states that choose to use regions.
	· Enable and disable regional structure
· Create new regions
· Associate districts to regions
· Edit regions
	· State MEP Administrators
· MEP Data entry staff

	U.S. Department of Education (ED) User Roles

	Government Administrator
	Government Administrators can generate summary level standard and ad hoc queries on a State, Regional, or National level. 
	· Generate Reports
	· OME

	OME User Administrator
	OME User Administrators establish and manage user accounts for all State User Administrators.
	· Create user accounts
· Assign State User Administrator role
· Update user account information
· Deactivate user accounts
· Reset passwords

	· OME


	Privacy Act Administrator
	Privacy Act Administrators can enter statements provided by students and parents that formally dispute the data contained in a student's MSIX record.  They can also query and view student records from all states in order to comply with the privacy act requirements.

	· Search, display, and print student records
· Enter dispute statements into a student's MSIX record
	· OME


Table 1.1: MSIX User Roles and Responsibilities
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Table 1.2: MSIX User Roles and Responsibilities – A Snapshot View
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Primary and Secondary Users
A person involved in the education of migrant students in New York and who requires access to MSIX must begin by contacting the State User Administrator, listed in the end of this document.  If the potential user is a MEP staff member, he/she must complete the following steps:

1. Complete Data Security Training (Appendix D)
2. Review the Rules of Behavior (Appendix E)
3. Complete the NYS MSIX Training (Appendix F)
4. Submit the application for user account to State User Administrator (Appendix B).
5. After reviewing the application, the State User Administrator will create a user name and password for the new staff.
If you have any questions regarding this process please contact Odilia Coffta or Will Messier at 518-804-3457. 

	MSIX Users

	
Only staff identified by each MEP User Administrator will have access to MSIX in order to protect student information. Statutory Requirements: In accordance with the Privacy Act of 1974, the Family Educational Rights and Privacy Act (FERPA), and the Federal Information Security Management Act (FISMA).

	
New Accounts

	If a new account is needed, an SEA, LEA, or LOA user should follow the process described above.


	
Passwords
	Passwords are to be changed at least every ninety (90) days or the account will be locked.  Accounts are locked after ninety (90) days of inactivity.  Password resets can only be done by your State User Administrator.

	
Closing Accounts
	State MSIX users that no longer need access must notify the MSIX State User or District Administrator who will delete the user’s account. NOTE: If a user is inactive for 30 days since password expiration, their accounts will be automatically disable.
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	SEA upload times
	New York MEP uploads data on a nightly basis.

	


MEP staff upload times

	Upon completion of the students enrollment within each program term (school year and summer), at the conclusion of the program term (school year and summer), and upon the students withdrawal from the program.

Current information from the MIS2000 program will be automatically updated when changes have been made, and uploaded to the MSIX database accordingly.
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Managing student move alerts from MSIX Move Notification:

When a student moves from one state to another, the receiving state shall receive an email via MSIX indicating the student has moved to their state.  The following procedure is followed:

· The MSIX user that receives the email will contact the regional MEP office and recruiter where the student is relocating.  He/She will provide the student’s MSIX ID and other pertinent information useful in locating the student.  

· When a student moves from New York to another state, the regional MEP office Records Specialist will send a move notification to the receiving state.  If at all possible, the destination town or address will be provided at that time.

· Regional MEP office Records Specialists will process all receiving and sending alerts on the MIS2000 system.  In addition, Record Specialist will submit notification information through the MSIX Move Notification system.

Work-list Maintenance

The State Data Administrator has the responsibility to resolve all work list items.  He/She will solicit assistance from Regional Data Record Specialists as needed in order to assure that all items are completed in a timely fashion.

Staffing Plan

State Data Administrator:  Notifies Regional office of any move to alerts, work list items, sets accounts, and resets passwords, utilizes reports for counts and recruitment purposes.

Primary Users:  Looks at student records, uses consolidated records for programming purposes and sends move notifications.

Secondary Users:  Looks at student records, uses consolidated records for programming purposes.

Records Transfer Collaboration


	Records Transfer Inter/Intrastate Collaboration

	
Each State, regardless of a State’s MEP statewide organization, will create collaboration opportunities within their MEPs and respective school districts, and schools staff that serve migrant students.  Specifically, SEAs and LOAs/METSs will develop operational systems that seek to develop and support collaboration with other States on the exchange of migrant student data. For example, MEP staff should consider querying MSIX data their weekly responsibility and to move away from seeing it as an “add-on” task.   By querying student data in a timely and systemic manner, personnel beyond the SEA will be knowledgeable about records transfer, and ensure the continuity of services for children who migrate from one State or school district to another. Statutory Requirements: Title I, Part C, Sections 1304 (b)(1)(B) and (C); 1304 (b)(3); 1304(c)(1)(B); 1306(a)(1)(A), (F), and (G); 1308(a), (b) and (d); Section 3124 of Title III, Part A. 


	

Alerting student moves via MSIX emails
	
If a METS is aware of a migrant student relocating, the program should designate the Data Specialist to send the receiving State/LOA/METS an email notification via MSIX. Additionally, the sending user will notify the receiving state/LOA/METS, when possible, of the child’s move. The MSIX email to the receiving State/LOA/METS should provide as much information as possible to ensure that the proper family and student(s) are efficiently and effectively assisted.  Staff must be cautious to not enter personal identifiable information (PII) in their email message.


	

Emails on student moves
Email notification
	
When an MSIX user receives notification from a State/LOA/METS that work list items need to be addressed in MSIX, initial contact such as a simple reply to the sender of the MSIX email should be done within a 24 hour period, when possible. All items should be resolved within ten (10) business days, when possible. 
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The MSIX consolidate record can provide valuable information to MEP and LEA staff working with migrant students.  During yearly statewide trainings, key staff reviews the many ways in which MSIX and the Consolidated Student Record can be use in providing services to migrant students. Below is a listing of several key area uses that are review during training:

Using MSIX consolidated record for recruitment
For recruitment purposes, MSIX contains a history of previous movement.  This data is useful to recruiters in verifying information received from participants.  Some of the uses of MSIX by recruiters include:
1. Verifying full legal name of student, parents and guardians, and birth date.
2. Helpful in predicting student’s next potential move.
3. Helpful in predicting the arrival of a student based on previous moves.

Using MSIX consolidated record for enrollment
MSIX contains information about grade level, promotion/retention, and standardized tests.  In addition, it contains a flag for immunizations to indicate that an immunization record exists.   MEP staff members and LEA counselors can use the following procedures while waiting for official faxed records to arrive from a prior school:
1. Obtain full legal name of students and parents/guardians, along with birth date of student.
2. Search for student in MSIX and select the consolidated record view.
3. Once student is located in MSIX use information to request official records from previous school.
4. Prior to official records being received, use MSIX information to complete LEA enrollment documents.
5. Additionally, any information in the immunization column will help MEP/LEA staff know if a complete immunization record exists in previous placement.

Using MSIX consolidated record for placement
Grade placement is often difficult in the absence of official documentation from previous placement.  While New York LEA’s generally place students at age appropriate grade level, MSIX can be used to rapidly locate a student’s history and determine the most recent grade placement.  The following suggest the steps to follow in using MSIX for placement purposes:
1. Obtain full legal name of student and parent/guardians, along with birth date of student.
2. Search for a student in MSIX and select consolidated record review.
3. Use enrollment tab of consolidated record to determine last grade attended/completed.  For high school students, review courses completed (course history tab) in order to determine accumulated credits and class placement.
4. Additionally, the enrollment section will also indicate if the student was receiving LEP or Special Education services.

Using the MSIX consolidated record for credit accrual
Migrant high school students often lose credits when they travel, since transcripts of previous course work may arrive too late for accurate course placement.  MSIX enables MEP and LEA staff to see if a course was underway, and schedule a student into the same, thereby diminishing the destructive effects of a move.  The following suggests the steps for credit accrual purposes:
1. Obtain full legal name of student and parent/guardians, along with birth date of student.
2. Search for a student in MSIX and select consolidated record review.
3. Look under course history to see the classes in progress for the student and/or those the student has completed.
4. Appropriately schedule student in the continuation of a course in progress or the subsequent course for one that has been completed.

Using the MSIX consolidated record in LEAs
ID&R/MIS2000/MSIX program promotes features and functions of the MSIX system at statewide, regional, and local meetings and conferences to school and district personnel, and grant access and provide training, if requested, in order to better serve the needs of migrant children and their families.  For example, the ID&R/MIS2000/MSIX program tries to give presentation at forums such as DATAG regarding all MSIX features and how districts can benefit from usage of the MSIX consolidated record. 
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	Minimum Data Elements

	
Minimum Data Elements (MDEs) are data fields that States must collect and maintain in their migrant student databases in order to transfer that data to other States via MSIX. The MDEs are transmitted on an agreed schedule from each State’s migrant databases to MSIX.  Most States transmit the MDE nightly on any new migrant student or for students whose information has changed since it was originally transmitted to MSIX.  For a list of the Minimum Data Elements see Appendix A.

The MDE will enable SEAs to exchange a minimum set of data elements that have been identified as necessary for fulfilling the requirements of the MEP for continuity of instruction. As of June 9, 2016 the NYS Migrant Education Program will adhere to the following timelines for MDEs submissions:

	
Newly Approved COEs
	It is the responsibility of the MEP recruiter to collect the initial information on the migrant family. Once the information is collected on the certificate of eligibility, reviewed by the SEA ID &R Director, and entered into MIS2000 by a data specialist, the MSIX data administrator will ensure the data is electronically uploaded to MSIX.  The time frame to submit all applicable MDEs to MSIX is 10 working days from the COE Approval Date.

	
End of Term
	It is the responsibility of the METS data specialist to enter updates and newly available MDEs upon receipt, beginning, or ending of a program term, or when a student withdraws in the MIS2000 data system which is uploaded nightly to MSIX. The time frame for this process is 30 calendar days from the end of the term (Academic, Summer). This also includes students that lost eligibility throughout the term.

	
Change of Residency
	It is the responsibility of the METS data specialist (or like party) to submit all updates and newly available MDEs within four working days of receiving a departure form or notification from MSIX that another state/METS has approved a new COE for the child.

	Data Correction 
	· From other State: It is the responsibility of the State Data Administrator and METS data specialist to respond in writing within 10 working days after receiving a request for data correction from another state.
· From Parents: 
· It is the responsibility of the State Data Administrator and Data Specialist to correct or determine the correctness of MSIX data requested by a parent or guardian within 30 calendar days of receipt of request. This process includes send acknowledgment to the requester; investigate; decide whether to revise the data; and notify requester of final decision. Parents can submit their request by using the MSIX Student Data Change Request form (see appendix G)
·  If the decision is to correct the data, it is the responsibility of the State Data Administrator and Data Specialist to submit revised data to MSIX within 4 working days 
· If parents request NY to correct info from other state, the State Data Administrator and Data Specialists must send request to such state within 4 working days of receipt


[bookmark: _Toc526515340]Data Quality:
One of the goals of the NYS Migrant Education program is to submit accurate and complete data to MSIX.  The following suggests the steps for that NY MEP has taken to increase data quality:
1. Data Specialists are required to submit and review MDEs on a regular basis. 
2. METS has received instructions listing all MDEs and the timelines for data updates and submissions.
3. The State Data Administrator runs quarterly MSIX reports along with reports created on the MIS2000 system to check for accuracy and completeness of data.  If issues are identified, the State Administrator shares reports with regional sites in order to accurately identify areas for improvement and possible solutions. 
4. The submission of complete and accurate data submission within the established timelines is part of the yearly monitoring visit by the SEA.
5. When the Department requests any information regarding the accuracy and completeness, the State Data Administrator is in charge of providing a prompt response and to help METS submit any requested information in accordance with the Data Privacy Act.  
[bookmark: _Toc526515341]MSIX Support Staff 

	Job Responsibilities
	State MSIX Lead
	Technical Lead
	User Administrator
	Data Administrator
	ID&R Coordinator
	MEP Specialist

	Coordinate the development and implementation of MSIX training and information.
	X
	
	
	
	
	

	Create user accounts and resets passwords
	X
	
	
	
	
	

	Attend meetings hosted by OME 
	X
	
	
	
	
	

	Work with the MSIX Contractor to address technology concerns and keep up-to-date on statewide database system issues
	
	X
	
	
	
	

	Develop policies and procedures on "how to" implement records transfer within the state
	X
	
	
	
	
	

	Work closely with ID&R staff at SEA and Regional Levels on implementing records exchange
	X
	
	
	
	
	

	Manage and support work list items
	
	
	
	X
	
	

	Create MSIX user reports
	
	
	X
	X
	
	

	Develop strategies to collaborate as inter/intrastate users
	X
	
	
	
	
	

	Work with end users, parents and students to promote MSIX as a viable tool for records exchange.
	X
	
	
	
	
	

	Work closely with the MSIX State Lead to implement MSIX
	
	
	X
	X
	
	X

	Coordinate the training of Regional Data Record MEP staff on how to implement records transfer procedures and best practices
	X
	
	
	
	
	

	Provide Data Record Staff with training for current/enrolled students and appropriately updating MSIX information in a timely manner
	X
	
	
	
	
	

	Train staff on using and becoming knowledgeable MSIX users such as training staff on how to work with incoming/outgoing MSIX email notifications
	X
	
	X
	X
	
	

	Develop procedures for staff to prioritize MSIX responsibilities
	X
	
	X
	
	
	

	Initiate the ID&R of new/current MEP students and then upload their information to MSIX in a timely manner
	
	
	
	
	X
	

	Focus on the "re-signature" (e.g. re-interviewing) process for current/enrolled students by using MSIX data to facilitate the processing of information.
	
	
	
	
	X
	

	Establish MSIX as a valuable recruitment and placement tool by keeping student information current
	 
	 
	 
	 
	X
	 






[bookmark: _Toc526515342]References

Title I, Part C - Education of Migratory Children  (URL)
MSIX Rules of Behavior  (see appendix below)

[bookmark: _Toc526515343]Appendices
Appendix A: Minimum Data Elements


Appendix B: Please click here for the User Application for Access to MSIX

Appendix D: Data Security Training


Appendix E: Rules of Behavior


Appendix F: NYS MSIX Training



[bookmark: _Toc526515344]Acronyms
	Term
	Definition

	ID&R
	Identification and Recruitment

	LEA
	Local Education Agency

	LOA
	Local Operating Agency

	MDE
	Minimum Data Elements

	METS
	Migrant Education Tutorial Services

	MEP
	Migrant Education Program

	MSIX
	Migrant Student Information Exchange

	PII
	Personal Identifiable Information

	REI
	Records Exchange Initiative

	SEA
	State Education Agency
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According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such collection displays a valid OMB control number.  The valid OMB control number for this information collection is 1810-0683.  Public reporting burden for this collection of information is estimated to average 8,690.74 hours per response, including time for reviewing instructions, searching existing data sources, gathering, and maintaining the data needed, and completing and reviewing the collection of information.  The obligation to respond to this collection is required to obtain or retain a benefit under Title I, Part C of ESEA (P.L. 115-64) Sec. 1304(b)(3) and Sec. 1308(b)(2).  If you have any comments concerning the accuracy of the time estimate, suggestions for improving this individual collection, or if you have comments or concerns regarding the status of your individual form, application, or survey, please contact the Office of Migrant Education (202-260-1164) directly.



MSIX Minimum Data Elements - Version 13

Data Element Definition Values





		Data Element

		Definition

		Values

		Additional Information

		Category



		1

		MSIX Identification Number

		A unique, MSIX system generated identification number assigned to identify a migratory child's consolidated record.

		Unique 12-digit numeric value, system assigned.

		Uniquely identifies one and only one child’s consolidated student record. The MSIX system will assign an MSIX identification number to the student record after the State’s first submission of that student record.

		Student Demographic



		2

		State Student Identifier

		A unique identification number assigned to a child by a State.

		Any combination of letters and/or numbers of 15-digits or less that will uniquely retrieve only one child in the State.

		Uniquely identifies student state academic records and is different from MSIX Identification Number. The two types of State Student Identifier are listed in MDE #3 below.



Alternate State Student Identifiers may be submitted to MSIX following the guidance in the MSIX Inbound File Specification document.

		Student Demographic



		3

		State Student Identifier Type

		Identifies the origin of the State Student Identifier.

		01 - State-assigned unique ID Number; 02 - State Migrant Education Program (MEP) assigned unique ID number

		

		Student Demographic



		4

		First Name

		A name given to a child at birth,

baptism, or during another naming ceremony, or through legal change.

		Free text (50-character limit)

		

		Student Demographic



		5

		Middle Name

		A secondary name given to a child at birth, baptism, or during another

naming ceremony, or through legal change.

		Free text (50-character limit)

		If child does not have a middle name, leave the free text field blank.



		Student Demographic



		6

		Last Name 1

		Child's legal last name  

		Free text (50-character limit)

		If child has multiple last names or a hyphenated last name, the field “Last Name 1” should include the first part of the last name and “Last Name 2” should include the second part of the last name. 

		Student Demographic



		7

		Last Name 2

		If applicable, child’s second, legal last name  

		Free text (50-character limit)

		If child has multiple last names or a hyphenated last name, the field “Last Name 1” should include the first part of the last name and “Last Name 2” should include the second part of the last name.



		Student Demographic



		8

		Suffix

		If applicable, the appendage used to denote a child's generation in their family (e.g., Jr., Sr., III, 3rd).

		Free text (10-character limit)

		

		Student Demographic



		9

		Sex

		Refers to the child’s sex: “Male,” “Female,” or “Other.” 

		Female; Male; Other

		If no child sex information is provided, or if there is conflicting information across data sources used by the State educational agency (SEA), this MDE may be left blank.

		Student Demographic



		10

		Birth Date

		The calendar date on which a child was born.

		Date (YYYYMMDD)

		

		Student Demographic



		11

		Multiple Birth Flag

		Multiple Birth refers to the delivery of more than one offspring in a single birth event

		Yes; No

		Yes indicates the child is a twin, triplet, etc. If value is No, the child does not have any twin, triplet, or additional same-birth siblings.

		Student Demographic



		12

		RESERVED

		

		

		

		



		13

		RESERVED

		

		

		

		



		14

		RESERVED

		

		

		

		



		15

		Birth Date Verification

		The evidence by which a child's date of birth is confirmed.

		Any valid NCES code below:

1003 - Baptismal or church certificate 1004 - Birth Certificate

1005 - Entry in family Bible 1006 - Hospital Certificate 1007 - Parent's affidavit 1008 - Passport

1009 - Physician's Certificate

1010 - Previously verified school records 1011 - State-issued ID

1012 - Driver's license

1013 - Immigration document 2382 - Life insurance policy

9999 - Other

		

		Student Demographic



		16

		Parent 1 First Name

		The first name of parent 1. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If there is no parent 1 information disclosed, or if the child is responsible for his or her own welfare (e.g., emancipated youth), leave blank.



		Student Demographic



		17

		Parent 1 Last Name

		The last name of parent 1. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If Parent 1 First Name is present, then Parent 1 Last Name must also be present. If there is no parent 1 information disclosed, leave blank.

		Student Demographic



		18

		Parent 2 First Name

		The first name of parent 2. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If there is no parent 2 information disclosed, or if the child is responsible for his or her own welfare (e.g., emancipated youth) leave blank.

		Student Demographic



		19

		Parent 2 Last Name

		The last name of parent 2. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If Parent 2 First Name is present, then Parent 2 Last Name must also be present. If there is no parent 2 information disclosed, leave blank.

		Student Demographic



		20

		Qualifying Arrival Date (QAD)

		The Qualifying Arrival Date (QAD) is the calendar date that the child’s eligibility for the Title I, Part C –MEP begins.  

		Date (YYYYMMDD)

		This information is documented on the child’s MEP Certificate of Eligibility (COE).

		QAD



		21

		Qualifying Move From City

		The name of the city that was the child’s last place of residency immediately prior to the qualifying

move.

		Free text (100-character limit)

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



		QAD



		22

		Qualifying Move From State

		The postal abbreviation code for the State (within the United States) or Outlying Area that was the child’s last

place of residency immediately prior to the qualifying move.

		Any valid U.S., Canadian or Mexican state abbreviation or freeform entry of any other state name if country not = U.S., Canada, or Mexico.

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



		QAD



		23

		Qualifying Move From Country

		The abbreviation code for the country (other than the US) that was the child’s last place of residency immediately prior to the qualifying move.

		Any valid country code as listed in the MSIX technical reference materials.

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



The Country Codes table can be found in the MSIX website once you’ve logged in. Click Resources on the left-side navigation and there will be a link for Country Codes.

		QAD



		24

		Qualifying Move To City

		The name of the city in which the child resided immediately following

the qualifying move as the worker, or with or to join, the worker.

		Free text (100-character limit)

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



A qualifying move can never be made to a country outside of the United States.

		QAD



		25

		Qualifying Move To State

		The 2-letter postal abbreviation code for a State (within the United States) or Outlying Area in which the child resided immediately following the qualifying move as the worker, or with or to join, the worker.

		Any valid U.S. State code

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



A qualifying move can never be made to a country outside of the United States.

		QAD



		26

		Eligibility Expiration Date (EED)

		The calendar date on which the child is no longer eligible for the MEP. This date should initially be a date equal to 36 months from the child’s last QAD.

		Date (YYYYMMDD)

		This date must be replaced if the child’s eligibility expires earlier than 36 months from the child’s last QAD.  Reasons for an earlier expiration include graduated high school; obtained high school equivalency (HSE); declined MEP eligibility; reached 22 years of age or is no longer entitled to a free public education in the State; or is deceased.

		QAD



		27

		Immunization Record Flag

		Yes, indicates the school or MEP project has immunization records on file for the child.

		Yes; No

		A child’s immunization record is tied to school or MEP enrollment. Users should contact the appropriate facility if a copy of the immunization record is needed.

		Enrollment



		28

		Enrollment Date

		The verified calendar date of the child’s first day of attendance.

		Date (YYYYMMDD)

		For Enrollment Types 01, 02, 03, 04, 05, and 07, the enrollment date is the child’s first date of attendance.  



For Residency-only enrollments (MDE #29, Enrollment Type 06), the enrollment date is the date the child first resided in the school district or State.



		Enrollment



		29

		Enrollment Type

		The type of school/MEP project in which instruction and/or support services are provided.

		01 - Basic School Program.

02 - Regular Term MEP-Funded Project. 

03 - Summer/Intersession MEP-Funded

Project.

04 - Year-Round MEP-Funded Project. 

05 - Basic School Program and Regular-

Term MEP-Funded Project.

06 - Residency Only (none of the above) 

07 - Non-migrant enrollment

		Value 05 applies as long as a child is receiving services and as long as the school houses the MEP Project. If this value is selected, the value for MEP Project Type (below) must be 01 (School-based MEP Project).



Enrollment types 01, 06, and 07 will not have a MEP Project Type (MDE#31). The Department is expecting the States to submit both school enrollments and MEP project enrollments, not enrollments for each service provided. A data entry is not needed for every time and place that a migrant student receives some type of service. The Department is also expecting States to report the name of the project that was providing services, not the name of the service that was provided.



Value 07 should only be used to submit files containing secondary credit accrual information for school enrollments that precede the child’s MEP eligibility.

		



		30

		School or Project Name

		The full legally or popularly accepted name of a school (or MEP project providing instruction and/or support services) in which the child was enrolled.

		Free text (100-character limit)

		MSIX is designed to accept information on either a School or a Project or both, so each entity can complete this item by

entering as much information as is available to them.

		Enrollment



		31

		MEP Project Type

		Indicates the type of MEP project based on the location where the MEP services are held. 

		01 - School-based MEP Project

02 - Non-school-based MEP Project

		The State should populate this MDE with the “01 School-based MEP Project” value if the Enrollment Type is value “05 Basic School Program and Regular- Term MEP-Funded Project.”

		Enrollment



		32

		School Identification Code

		A unique national code assigned by the National Center of Education Statistics (NCES) to each school providing educational and/or educationally related services. 

		Valid 12-digit NCES school identification code.

		This data element is only applicable to school enrollments or school-based MEP projects. The School Identification Code is separate from the MSIX Identification Code, and State Student Identifier Types.

		Enrollment



		33

		Facility Name

		The name of a building where the school activity or MEP project was conducted. 

		Free text (100-character limit)

		In cases where the activity was conducted outside of a building site, provide the name and address of an administrative office where the MEP project staff can be contacted.

		Enrollment



		34

		Facility Address 1

		Line 1 of the mailing address. The street number and name or post office box number of a facility's address.

		Free text (35-character limit)

		

		Enrollment



		35

		Facility Address 2

		Line 2 of the mailing address. The building, office, department, room, suite number of a facility's address.

		Free text (35-character limit)

		

		Enrollment



		36

		Facility Address 3

		Line 3 of the mailing address for a facility.

		Free text (35-character limit)

		

		Enrollment



		37

		Facility City

		The name of the city in which a facility is located.

		Free text (30-character limit)

		

		Enrollment



		38

		School District Name

		The full legally or popularly accepted name of a local educational agency

(i.e., school district or local operating agency).

		Valid NCES district name for the school district in which the school or school-based MEP project is located.

		The School District is not populated for non-school-based MEP projects.

		Enrollment



		39

		Facility State

		The postal abbreviation code for a State (within the United States) or Outlying Area in which a school or other facility is located.

		Valid State code for this facility.

		State code entered must match the NCES database for the school identification code entered in MDE 32.

		Enrollment



		40

		Facility Zip

		The zip code portion of a facility’s address.

		Valid five- or nine-digit postal zip code.

		Zip code entered must match the NCES database for the school identification code entered in MDE 32.

		Enrollment



		41

		Telephone Number

		The telephone number, with area code, of the school or MEP project contact person including the extension, if applicable.

		Free text (10-character limit)

		

		Enrollment



		42

		Grade Level

		The grade level in which a school/MEP project enrolls a child.

		P0 - Age Birth 

P1 - Age 1

P2 - Age 2 

P3 - Age 3 (not in Kindergarten) 

P4 - Age 4 (not in Kindergarten) 

P5 - Age 5 (not in Kindergarten)

PS – Age 0-5; In a Pre-school program (not in Kindergarten)

PX - Age 0-5; Preschool attendance unknown (not in Kindergarten)

KG - Kindergarten 01 - Grade 1

02 - Grade 2

03 - Grade 3

04 - Grade 4

05 - Grade 5

06 - Grade 6

07 - Grade 7

08 - Grade 8

09 - Grade 9

10 - Grade 10

11 - Grade 11

12 - Grade 12 UG - Ungraded

00 - Out-of-School

		

		Enrollment



		[bookmark: _Hlk146013089]43

		English Learner Indicator

		Child meets the State’s definition of “English Learner” as defined in Section 8101(20) of ESSA.

		Yes; No

		When value is Yes, submit MDE 52, value 11 – State Assessment English Language Proficiency. This indicator must be submitted for children ages 3 through 21 years old.

		Enrollment



		44

		Individuals with Disabilities Education Act Indicator

		Children who meet the definition of children with disabilities as defined by sections 300.34 - 300.311 of IDEA. 

		Yes; No

		This indicator must be submitted for children ages birth through 21 years old.

		Enrollment



		45

		Continuation of Services Indicator

		Reason why the formerly eligible migratory child is being served under the continuation of services authority of the MEP (section 1304(e) of ESSA).

		01 - Child receiving services for the duration of the term after eligibility expiration

02 - Child receiving services for 1 additional school year – comparable services are not available through other programs

03 - Student who was eligible for services in secondary* school continues to be served in credit accrual programs until

graduation

		

		Enrollment



		46

		Med Alert Indicator

		Alert indicator for a medical/health condition

		Chronic; Acute; None

		Enter “None” if there are no known medical conditions, or if unknown.



This field can be left blank.

		Enrollment



		47

		PFS Indicator

		Indicates whether the State has determined the child to be priority for services for the enrollment period (as defined by section 1304(d) of ESSA).

		Yes; No

		This indicator must be submitted for children ages 3 through 21 years old.

		Enrollment



		48

		Designated Graduation School

		The NCES school identification number that identifies the school or facility from which a student expects

to graduate. Only one school may be designated for graduation at a time.

		Valid NCES school identification number

		This data element is only applicable for secondary* students where a designated graduation school is known. 



If the graduation school is not known, or if this MDE does not apply, it may be left blank.

		Enrollment



		49

		Withdrawal Date

		The verified calendar date of the child’s last day of attendance.

		Date (YYYYMMDD)

		For Enrollment Types 01, 02, 03, 04, 05, and 07, the withdrawal date is the child’s last date of attendance.  



For Residency-only enrollments (Enrollment Type 06), the withdrawal date is the date the child last resided in the school district or State.

		Enrollment



		50

		Assessment Title

		The title or description, including a form number that identifies a particular assessment.

		Free text (55-character limit)

		

		Assessment



		51

		Assessment Content

		The description of the content or subject area (e.g. mathematics, reading) of an assessment.

		Free text (35-character limit)

		

		Assessment



		52

		Assessment Type

		The category of an assessment based on format and content.

		09 - State Assessment – Mathematics 10 - State Assessment – Reading or Language Arts

11 - State Assessment – English Language Proficiency 

01 - State Assessment - An assessment other than reading/language arts, mathematics, and English language proficiency

02 - Advanced placement test - An assessment to measure the achievement of a student in a subject matter area, taught during high school, which may qualify him or her to bypass the usual initial college class in this area and begin his or her college work in the area at a more advanced level and possibly with college credit.

03 - Language proficiency test - An assessment used to measure a student’s level of proficiency (i.e., speaking, writing, reading, and listening) in either a native language or an acquired language. 04 - Exit Exam.

05 – High School Equivalency.

06 - Special Education Assessment. 07 - Early Childhood Development Assessment.

08 - Other Achievement Test



		For Mathematics State Assessment, use value 09 – State Assessment – Mathematics to denote an assessment to measure

a student’s present level of

knowledge, skill, or competence in Mathematics as required under ESSA Sec. 1111(b).



For Reading or Language Arts State Assessment, use value 10 – State Assessment – Reading or Language Arts to denote an assessment to measure a student’s present level of knowledge, skill, or competence in Reading or Language Arts as required under ESSA Sec.

1111(b).



For English Language Proficiency State Assessment, use value 11 – State Assessment

– English Language Proficiency to denote an assessment to measure a student’s present level of knowledge, skill, or competence in English Language Proficiency as required under ESSA Sec. 1111(b).



When MDE 43 – English Learner Indicator is Yes, use MDE 52 value 11 – State Assessment – English Language Proficiency.

Submit all other language proficiency tests as MDE 52 value 03 – Language proficiency test.



For State Assessments other than mathematics and reading/language arts, use value 01 – State Assessment.



When using MDE 52 values 09,

10 or 11, MDE 56 must be “Advanced,” “Proficient or Above,” “Proficient,” “Passed,” “Failed,” “Not Proficient,”,

“Basic,” “Below Basic,” or “Far Below Basic.”

		



		53

		 Assessment Administration Date

		The month and year on which an assessment is administered.

		 Date (MMYYYY)

		

		  Assessment



		54

		Assessment Reporting Method

		The method that the instructor of the class uses to report the performance and achievement of all students. It may be a qualitative method such as individualized teacher comments or a quantitative method such as a letter or a numerical grade. In some cases, more than one type of reporting method may be used.

		0512 - Achievement level 0490 - Age score

0491 - C-scaled scores 0492 - CEEB-scores

0493 - Grade equivalent or grade-level indicator

0494 - ITED-score

0144 - Letter grade/Mark 0513 - Mastery level

0497 - Normal curve equivalent 0498 - Normalized standard score 0499 - Number score

9999 - Other

0500 - Pass-Fail

0502 - Percentile rank 0503 - Proficiency level 0504 - Ranking

0505 - Ratio IQ's

0506 - Standard age score 0508 - Stanine score 0509 - Sten score

0510 - T-score

0511 - Z-score

		

		 Assessment



		55

		Score Results

		A score or statistical expression of the performance of a child on an

assessment.

		Free text (40-character limit)

		

		 Assessment



		56

		Assessment Interpretation

		The assessment proficiency level attributed to the Score Results. All values may not be applicable for each State.

		Free text (100-character limit) Advanced

Proficient or Above Proficient

Passed Failed

Not Proficient Basic

Below Basic

Far Below Basic

Other – [Describe Proficiency Level]

		When using MDE 52 values 09,

10 or 11, do not use “Other”, MDE 56 must be “Advanced,” “Proficient or Above,” “Proficient,” “Passed,” “Failed,” “Not Proficient,”, “Basic,” “Below Basic,” or “Far Below Basic.”

		 Assessment



		57

		Course Title

		The name of a course (e.g., Algebra II, Art I, English III, Problems in

Democracy, English-10).

		Free text (50-character limit)

		

		 Course History*



		58

		Subject Area Name

		The name of the subject area (e.g., History, English) that corresponds to the course title.

		Free text (50-character limit)

		Use commonly understood term for academic subject area for the course listed in MDE 57.

		 Course History



		59

		Course Type

		An indication of the general nature and difficulty of instruction provided throughout a course.

		01 - Regular (Default): A course providing instruction (in a subject matter area) that focuses primarily on general concepts for the appropriate grade level.

02 - Honors: An advanced level course designed for students who have earned honors status according to educational requirements.

03 - Pre-Advanced: A course in preparation to admission to an AP Program.

04 - Advanced Placement: An advanced, college-level course designed for students who achieve specific level of academic performance. Upon successful completion of the course and a standardized Advanced Placement examination, a student may receive college credit.

05 - International Baccalaureate: A program of study, sponsored and designed by International Baccalaureate Organization, which leads to examinations and meets the needs of secondary* students between the ages of 16 and 19 years.

07 - Not Applicable

08 - Dual Enrollment: Students enrolled in secondary* school and enrolled at an institution of higher learning, such as a community college or university. These students may take classes at either institution for credit toward their high school diploma, as well as for college credit.

09 - Concurrent Enrollment: The process in which high school students enroll at a university or college to attain class credit for college.

00 - Other

		

		 Course History



		60

		Academic Year

		Academic year in which the child last attended the course (e.g. 2004-2005)

		Free text

		

		 Course History



		61

		Course Section

		The prescribed duration of course taken.

		1. - Full year

1. - Section A–The first of two equal segments into which the course is divided.

1. - Section B–The second of two equal segments into which the course is divided.

		

		Course History



		62

		Term Type

		The prescribed span of time that a course is provided, and in which students are under the direction and guidance of teachers and/or an educational institution.

		0827 - Full school year 0834 - Intersession 0835 - Long session 0832 - Mini-term

0830 - Quarter

0831 - Quinmester

0828 - Semester 0833 - Summer term 0829 - Trimester

0837 - Twelve month 9999 - Other

		

		Course History



		63

		Clock Hours

		For courses that have NOT been completed (or credit granted), the number of clock hours to date that the student has completed.

		Number (4 digits)

		For purposes of calculation, one day equals one clock hour.

		Course History



		64

		Grade-to-Date

		For courses that have NOT been completed (or credit granted), a percentage (rounded to the nearest whole number) of student performance for the grade-to-date that

the student has completed at the time of withdrawal.

		Free text (3-character limit)

		Numerical values are recommended, but letter grades are permitted.

		Course History



		65

		Credits Granted

		The credits granted to the student in Carnegie units for completing a given course or a section of a course (e.g., 1.0, .50, .33, .25, .20).

		Number (0.00)

		

		Course History



		66

		Final Grade

		For courses that have had credit granted, a final indicator of student performance in a class at the time of withdrawal as submitted by the

instructor.

		Free text (10-character limit)

		

		Course History



		67

		School District ID

		The LEA NCES ID of a local educational agency (i.e., school

district or local operating agency) in which the child is enrolled.

		Valid 7-digit LEA NCES district ID for the school or migrant education project

site in which the school or school-based migrant education project is located.

		The School District ID is not populated for non-school-based MEP projects.

		Enrollment



		68

		District of Residence

		The full legally or popularly accepted LEA NCES ID of the school district

where the migratory child resides.

		Valid LEA NCES school district identification number

		

		Enrollment



		69

		RESERVED

		

		

		

		



		70

		Residency Date

		The “Residency Date” is the calendar date that the child entered the school district in which they currently reside.

		Date (YYYYMMDD)

		This date may be documented on the child’s MEP COE or may be a subsequent residency date resulting from a subsequent move.



		Enrollment



		71

		Enrollment Comment

		A comment pertinent to a child’s enrollment record indicating special circumstances or information. For example, the child was granted credits from a foreign school or while not enrolled in the MEP or

exceptions for assessment requirements.

		Free text (1000-character limit)

		Personally identifiable and health information must not be listed in this field.

		Enrollment



		72

		Out of State Transcript Indicator

		Indicates that a State has the child’s student transcripts from another State or country.

		Yes; No

		This MDE indicates that additional course history information not contained in

MSIX is available to assist in making credit accrual decisions.



This indicator is tied to the enrollment line in which a copy of the transcript can be found.

		Enrollment



		73

		Residency Verification Date

		The calendar date on which a child’s residency in the State has been confirmed.

		Date (YYYYMMDD)

		This date may be documented on the child’s MEP COE or other SEA-accepted documentation.



		Enrollment



		74

		Graduation/HSE Date

		The calendar date in which the child either graduated or received his/her HSE (High School Equivalency).  Leave blank if the child has not reached this milestone.

		Date (YYYYMMDD)

		This date, always used in conjunction with MDE 75, indicates that the child is no longer entitled under State law to a free public education and,

therefore, is not eligible to receive MEP services.

		Enrollment



		75

		Graduation/HSE Indicator

		Indicates the child has either graduated from High School or received his/her HSE. Leave blank if the child has not reached this milestone.

		Graduation; HSE

		This indicator, always used in conjunction with MDE 74, indicates that the child is no longer entitled under State law to a free public education and,

therefore, is not eligible to receive MEP services.

		Enrollment



		76

		Algebra 1 or Equivalent Indicator

		Yes, indicates the child has received full credit in a mathematics course that is Algebra 1 or its equivalent.

		Yes; No

		Information is supplied by the entity that is awarding credit for the course or by the entity that is evaluating course history for enrollment purposes.

		Enrollment



		77

		Parent 1 Email Address

		Email Address of the parent listed as Parent 1.

		Free text (50-character limit)

		If the parent’s current email address is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic



		78

		Parent 2 Email Address

		Email Address of the parent listed as Parent 2. 

		Free text (50-character limit)

		If the parent’s current email address is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic



		79

		Parent 1 Phone Number

		Telephone number of the parent listed as Parent 1.

		Number (15-digit limit)

		If the parent’s current phone number is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic



		80

		Parent 2 Phone Number

		Telephone number of the parent listed as Parent 2.

		Number (15-digit limit)

		If the parent’s current phone number is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic







*Note: MSIX MDEs use the term "Secondary School" as an inclusive term for institutions offering academic grades above the elementary school level, without regard to specific grade levels. Generally, High School is a type of Secondary School that generally includes grades 9-12 where graduation diplomas are earned toward college entrance or entering the job market. Similarly, “Secondary Student” is an inclusive term referring to a student who is enrolled in institution(s) offering courses, services, and programs toward a graduation diploma. All Course History information must be entered where migratory children earn credits toward high school or secondary school graduation. MDEs related to graduation (#45: COS=03 & #48: Designated Graduation School) refer to schools and programs where a traditional Graduation Diploma may be earned (not to include HSE).

Expires 01/31/2026						
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		Country		Code

		Afghanistan		0010

		Aland Islands		0020

		Albania		0030

		Algeria		0040

		American Samoa		0050

		Andorra		0060

		Angola		0070

		Anguilla		0080

		Antarctica		0090

		Antigua and Barbuda		0100

		Argentina		0110

		Armenia		0120

		Aruba		0130

		Australia		0140

		Austria		0150

		Azerbaijan		0160

		Bahamas		0170

		Bahrain		0180

		Bangladesh		0190

		Barbados		0200

		Belarus		0210

		Belgium		0220

		Belize		0230

		Benin		0240

		Bermuda		0250

		Bhutan		0260

		Bolivia		0270

		Bosnia and Herzegovina		0280

		Botswana		0290

		Bouvet Island		0300

		Brazil		0310

		British Indian Ocean Territory		0320

		Brunei Darussalam		0330

		Bulgaria		0340

		Burkina Faso		0350

		Burundi		0360

		Cambodia		0380

		Cameroon		0390

		Canada		0400

		Cape Verde		0410

		Cayman Islands		0420

		Central African Republic		0430

		Chad		0440

		Chile		0450

		China		0460

		Christmas Island		0470

		Cocos (Keeling) Islands		0480

		Colombia		0490

		Comoros		0500

		Congo		0510

		Congo, The Democratic Republic of the, also known as Zaire		0520

		Zaire, see Congo,  The Democratic Republic of the		0520

		Cook Islands		0530

		Costa Rica		0540

		Cote D'Ivoire (Ivory Coast)		0550

		Croatia		0560

		Cuba		0570

		Cyprus		0580

		Czech Republic		0590

		Democratic Yemen, also known as Yemen		0610

		Denmark		0620

		Djibouti		0630

		Dominica		0640

		Dominican Republic		0650

		Ecuador		0660

		Egypt		0670

		El Salvador		0680

		Equatorial Guinea		0690

		Eritrea		0700

		Estonia		0710

		Ethiopia		0720

		Falkland Islands (Malvinas)		0730

		Faroe Islands		0740

		Fiji		0750

		Finland		0760

		France		0770

		French Guiana		0790

		French Polynesia		0800

		French Southern Territories		0810

		Gabon		0820

		Gambia		0830

		Georgia		0840

		Germany		0860

		Ghana		0870

		Gibraltar		0880

		Greece		0890

		Greenland		0900

		Grenada		0910

		Guadeloupe		0920

		Guam		0930

		Guatemala		0940

		Guinea		0950

		Guinea-Bissau		0960

		Guyana		0970

		Haiti		0980

		Heard Island and McDonald Islands		0990

		Holy See (Vatican City State)		1000

		Vatican City State, see Holy See		1000

		Honduras		1010

		Hong Kong		1020

		Hungary		1030

		Iceland		1040

		India		1050

		Indonesia		1060

		Iran, Islamic Republic of		1070

		Iraq		1080

		Ireland		1090

		Israel		1100

		Italy		1110

		Jamaica		1120

		Japan		1130

		Jordan		1140

		Kazakhastan		1150

		Kenya		1160

		Kiribati		1170

		Korea, Democratic People's Republic of		1180

		Korea, Republic of		1190

		Kuwait		1200

		Kyrgyzstan		1210

		Lao People's Democratic Republic		1220

		Latvia		1230

		Lebanon		1240

		Lesotho		1250

		Liberia		1260

		Libyan Arab Jamahiriya		1270

		Liechtenstein		1280

		Lithuania		1290

		Luxembourg		1300

		Macao		1310

		Macedonia, Former Yugoslav Republic of		1320

		Madagascar		1330

		Malawi		1340

		Malaysia		1350

		Maldives		1360

		Mali		1370

		Malta		1380

		Marshall Islands		1390

		Martinique		1400

		Mauritania		1410

		Mauritius		1420

		Mayotte		1430

		Mexico		1440

		Indonesia, Federated States of		1450

		Moldova, Republic of		1460

		Monaco		1470

		Mongolia		1480

		Montserrat		1490

		Morocco		1500

		Mozambique		1510

		Myanmar (Burma)		1520

		Namibia		1530

		Nauru		1540

		Nepal		1550

		Netherlands		1560

		Netherlands Antilles		1570

		New Caledonia		1580

		New Zealand		1590

		Nicaragua		1600

		Niger		1610

		Nigeria		1620

		Niue		1630

		Norfolk Island		1640

		Northern Mariana Islands		1650

		Norway		1660

		Oman		1670

		Pakistan		1680

		Palau		1690

		Palestinian Territory, Occupied		1700

		Panama		1710

		Papua New Guinea		1720

		Paraguay		1730

		Peru		1740

		Philippines		1750

		Pitcairn		1760

		Poland		1770

		Portugal		1780

		Puerto Rico		1790

		Qatar		1800

		Reunion		1810

		Romania		1820

		Russian Federation		1830

		Rwanda		1840

		Saint Helena		1850

		Saint Kitts and Nevis		1860

		Saint Lucia		1870

		Saint Pierre and Miquelon		1880

		Saint Vincent and the Grenadines		1890

		Samoa		1900

		San Marino		1910

		Sao Tome and Principe		1920

		Saudi Arabia		1930

		Senegal		1940

		Serbia and Montenegro		1950

		Seychelles		1960

		Sierra Leone		1970

		Singapore		1980

		Slovakia		1990

		Slovenia		2000

		Solomon Islands		2010

		Somalia		2020

		South Africa		2030

		South Georgia and the South Sandwich Islands		2040

		Spain		2050

		Sri Lanka		2060

		Sudan		2070

		Suriname		2080

		Svalbard and Jan Mayen		2090

		Swaziland		2100

		Sweden		2110

		Switzerland		2120

		Syrian Arab Republic		2130

		Taiwan, Province of China		2140

		Tajikistan		2150

		Tanzania, United Republic of		2160

		Thailand		2170

		Timor-Leste		2180

		Togo		2190

		Tokelau		2200

		Tonga		2210

		Trinidad and Tobago		2220

		Tunisia		2230

		Turkey		2240

		Turkmenistan		2250

		Turks and Caicos Islands		2260

		Tuvalu		2270

		Uganda		2280

		Ukraine		2290

		United Arab Emirates		2310

		United Kingdom (Great Britain)		2320

		United States		2330

		United States Minor Outlying Islands		2340

		Uruguay		2350

		Uzbekistan		2360

		Vanuatu		2370

		Venezuela		2380

		Vietnam		2390

		Virgin Islands, British		2400

		Virgin Islands, U.S.		2410

		Wallis and Futuna		2420

		Western Sahara		2430

		Yemen, also known as Democratic Yemen		2440

		Zambia		2450

		Zimbabwe		2460

		Guantanamo Bay Naval Base		AX2

		Saint Barthelemy		BLM

		Bonaire		BES

		Clipperton Island		CPT

		Curaçao		CUW

		Diego Garcia		DGA

		Micronesia		FSM

		Guernsey		GGY

		Isle Of Man		IMN

		Jersey		JEY

		Montenegro		MNE

		Saint Martin		MAF

		Burma		MMR

		Midway Islands		XMW

		Bassas Da India		XBI

		Juan De Nova Island		XJN

		Wake Island		XWK

		Glorioso Islands		XGL

		Akrotiri		XQZ

		Serbia		SRB

		South Sudan		SSD

		Sint Maarten		SXM

		Ashmore And Cartier Islands		XAC

		Baker Island		XBK

		Coral Sea Islands		XCS

		Dhekelia		XXD

		Europa Island		XEU

		Gaza Strip		XGZ

		Howland Island		XHO

		Jan Mayen		XJM

		Kosovo		XKS

		Palmyra Atoll		XPL

		Kingman Reef		XKR

		Paracel Islands		XPR

		Jarvis Island		XJV

		Svalbard		XSV

		Spratly Islands		XSP

		Tromelin Island		XTR

		Johnston Atoll		XJA

		Navassa Island		XNV

		West Bank		XWB
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Migrant Student Information Exchange (MSIX)


Rules of Behavior



Updated August 2015

Responsibilities

The Migrant Student Information Exchange (MSIX) is a Department of Education (ED) information system and is to be used for official use only. Users must read, understand, and comply with these Rules of Behavior. Failure to comply with the MSIX Rules of Behavior may result in revocation of your MSIX account privileges, job action, or criminal prosecution.


MSIX users must complete a basic security awareness training course prior to being granted access to the system. The security topics addressed in this document provide the required security awareness content, so it is important that you read through this entire text. Users must also complete annual security awareness refresher training. MSIX will prompt you to reread the Rules of Behavior annually (or more often due to changes in the system or regulations) to meet this requirement.

MSIX users are responsible for notifying their MSIX User Administrator when they no longer require access to MSIX. This may occur when a user gets new responsibilities that do not include a need to access MSIX or when the user gets another job or position.

Monitoring


This is a Department of Education computer system. System usage may be monitored, recorded, and subject to audit by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM. Unauthorized use of this system is prohibited and subject to criminal and civil penalties.


System personnel may provide to law enforcement officials any potential evidence of crime found on Department of Education computer systems. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING, RECORDING, and AUDIT.

MSIX Security Controls

MSIX security controls have been implemented to protect the information processed and stored within the system. MSIX users are an integral part in ensuring the MSIX security controls provide the intended level of protection. It is important to understand these security controls, especially those with which you directly interface. The sections below provide detail on some of those controls and the expectations for MSIX users.

MSIX security controls are designed to:


· Ensure only authorized users have access to the system; 


· Ensure users are uniquely identified when using the system; 


· Tie actions taken within the system to a specific user; 


· Ensure users only have access to perform the actions required by their position; 


· Ensure MSIX information is not inappropriately released; and 


· Ensure MSIX is available to users when needed. 

Examples of security controls deployed within MSIX include:


· Automated Session Timeout – Users are automatically logged out of MSIX after thirty minutes of inactivity.  This helps ensure unauthorized users do not gain access to the system.


· Role-Based Access Control – User IDs are assigned a specific role within MSIX.  This role corresponds to the user’s job function and restricts access to certain MSIX capabilities.


· Audit Logging – Actions taken within MSIX are captured in log files to help identify unauthorized access and enforce accountability within the system.


· Incident Response – If a user suspects their user ID has been subject to unauthorized use, contact the MSIX help desk immediately.

· Communication Protection – Traffic between a user’s web browser and the MSIX servers is encrypted to protect it during transmission.


The sections below describe several other security controls in place within MSIX.  It is important that you understand and comply with these controls to ensure the MSIX security is maintained.

User Credentials

User credentials are the mechanism by which MSIX identifies and verifies users.  These are your user ID and password.  User IDs uniquely identify each MSIX user and allow the MSIX System Administrators to attribute actions taken within the system to a specific user.  This tracking is important in enforcing accountability within the system.  Passwords are used by MSIX to verify a user’s identity.  It is important for you to comply with the following rules governing user credentials:


· Protect your logon credentials at all times.

· Never share your user ID and/or password with anyone else.  You are responsible for all actions taken with your user credentials.

· Your passwords must:


· Be changed upon initial login to MSIX;

· Contain at least eight (8) characters;

· Contain a mix of letters (upper and lower case), numbers, and special characters (#, @, etc.);

· Be changed at least every ninety (90) days; 

· Not reuse your previous six (6) passwords;

· Do not write your password down or keep it in an area where it can be easily discovered.

· Avoid using the “remember password” feature.


· User accounts are disabled after three (3) consecutive invalid attempts are made to supply a password.


· Reinstatement of a disabled user account can only be completed by a Help Desk technician or a system administrator.


Privacy of MSIX Information


MSIX users are subject to the Privacy Act of 1974 which established a code of fair information practices that govern the collection, maintenance, use, and dissemination of information about individuals. The Privacy Act prohibits the disclosure of records unless the disclosure has consent of the individual or is pursuant to one of twelve statutory exceptions. The Privacy Act also provides parents the right to gain access to their student’s record (Student Consolidated Record Report) and amend it. For additional guidance on disclosing student records, please see your State Education Agency (SEA).

Protection of MSIX Information


You are required to protect MSIX information in any form.  This includes information contained on printed reports, data downloaded onto computers and computer media (e.g. diskettes, tapes, compact discs, thumb drives, etc.), or any other format.  In order to ensure protection of MSIX information, you should observe the following rules:

· Log out of MSIX if you are going to be away from your computer for longer than fifteen minutes.

· Log out of MSIX or lock your computer before you leave it unattended by using the <Ctrl> <Alt> <Delete> key sequence when leaving your seat.

· Media (including reports) containing MSIX information should be removed from your workstation during non-business hours.

· Do not leave paper media with MSIX information in public areas such as printers, copiers, fax machines, conference rooms, etc.

· Store media containing MSIX information in a locked container (e.g. desk drawer) during non-business hours.


· Store digital information in an encrypted format where technically possible.


· Media containing MSIX information should be properly cleansed or destroyed.


· Shred paper media and compact discs prior to disposal.


· Diskettes and other magnetic media should be cleansed using appropriate software or a magnetic field with sufficient strength so as to make the information unreadable.


· Note that simply deleting files from magnetic media does not remove the information from the media.


· Media containing encrypted information can be excluded from the cleansing process, although it is recommended.


· If the access which you have been granted within MSIX is more than required to fulfill your job duties, it should be reported to your MSIX User Administrator.

· Do not disclose MSIX information to any individual without a “need-to-know” the information in the course of their business.

Other Security Considerations


This section describes some additional security items of which you should be aware.

· Incident Response – If you suspect or detect a security violation in MSIX, contact the MSIX Help Desk immediately.  For example, if you suspect someone may have used your user ID to log in to MSIX, you should contact the MSIX Help Desk.  Other warning signs that MSIX may have been compromised include, but are not limited to: inappropriate images or text on the web pages, data formats that are not what is expected, missing data, or MSIX is not available.  While these may not be attributed to a compromise, it is better to have it checked out and be sure than to take no action.

· Shoulder Surfing – Shoulder surfing is using direct observation techniques, such as looking over someone’s shoulder, to get information.  An example of shoulder surfing is when a person looks over someone else’s shoulder while they are entering a password for a system to covertly acquire that password.  To protect against this type of attack, slouch over your keyboard slightly when keying in your password to block the view of a possible onlooker.


· Social Engineering – Social engineering is a collection of techniques used to manipulate people into performing actions or divulging confidential information.  For example, a hacker calls a user at random and pretends to be a help desk technician.  Under the guise of purportedly fixing a problem, the hacker requests the user’s login credentials.  If provided, the user has unwittingly provided system access to an unauthorized person.


To defeat social engineering simply question anything that doesn’t make sense to you.  For example, a help desk technician should never ask a user for their login credentials to resolve a problem.  If you receive a call from someone and you are not sure who they are, ask for a callback number.  Hang up the phone and call back to the number provided.  Hackers will typically provide a bogus number.  Ask questions.  If the answers you receive do not make sense, end the call and report the incident to your local security organization.


· Faxing – When faxing MSIX information, call the recipient of the fax and let them know it is coming.  Ask them to go to the fax machine so they can pull it off right away so any sensitive information is not left lying around the office.

· Virus Scanning – Scan documents or files downloaded to your computer from the Internet for viruses and other malicious code.  Virus scanning software should also be used on email attachments.


I acknowledge that I have read, understand, and agree to abide by the Migrant Student Information Exchange Rules of Behavior as described in this document.  My signature below is verification of my agreement to my compliance.


_________________________
____________________________
______


Name (Printed)


Signature



Date

2 of 5
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According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such collection displays a valid OMB control number.  The valid OMB control number for this information collection is 1810-0683.  Public reporting burden for this collection of information is estimated to average 8,690.74 hours per response, including time for reviewing instructions, searching existing data sources, gathering, and maintaining the data needed, and completing and reviewing the collection of information.  The obligation to respond to this collection is required to obtain or retain a benefit under Title I, Part C of ESEA (P.L. 115-64) Sec. 1304(b)(3) and Sec. 1308(b)(2).  If you have any comments concerning the accuracy of the time estimate, suggestions for improving this individual collection, or if you have comments or concerns regarding the status of your individual form, application, or survey, please contact the Office of Migrant Education (202-260-1164) directly.



MSIX Minimum Data Elements - Version 13

Data Element Definition Values





		Data Element

		Definition

		Values

		Additional Information

		Category



		1

		MSIX Identification Number

		A unique, MSIX system generated identification number assigned to identify a migratory child's consolidated record.

		Unique 12-digit numeric value, system assigned.

		Uniquely identifies one and only one child’s consolidated student record. The MSIX system will assign an MSIX identification number to the student record after the State’s first submission of that student record.

		Student Demographic



		2

		State Student Identifier

		A unique identification number assigned to a child by a State.

		Any combination of letters and/or numbers of 15-digits or less that will uniquely retrieve only one child in the State.

		Uniquely identifies student state academic records and is different from MSIX Identification Number. The two types of State Student Identifier are listed in MDE #3 below.



Alternate State Student Identifiers may be submitted to MSIX following the guidance in the MSIX Inbound File Specification document.

		Student Demographic



		3

		State Student Identifier Type

		Identifies the origin of the State Student Identifier.

		01 - State-assigned unique ID Number; 02 - State Migrant Education Program (MEP) assigned unique ID number

		

		Student Demographic



		4

		First Name

		A name given to a child at birth,

baptism, or during another naming ceremony, or through legal change.

		Free text (50-character limit)

		

		Student Demographic



		5

		Middle Name

		A secondary name given to a child at birth, baptism, or during another

naming ceremony, or through legal change.

		Free text (50-character limit)

		If child does not have a middle name, leave the free text field blank.



		Student Demographic



		6

		Last Name 1

		Child's legal last name  

		Free text (50-character limit)

		If child has multiple last names or a hyphenated last name, the field “Last Name 1” should include the first part of the last name and “Last Name 2” should include the second part of the last name. 

		Student Demographic



		7

		Last Name 2

		If applicable, child’s second, legal last name  

		Free text (50-character limit)

		If child has multiple last names or a hyphenated last name, the field “Last Name 1” should include the first part of the last name and “Last Name 2” should include the second part of the last name.



		Student Demographic



		8

		Suffix

		If applicable, the appendage used to denote a child's generation in their family (e.g., Jr., Sr., III, 3rd).

		Free text (10-character limit)

		

		Student Demographic



		9

		Sex

		Refers to the child’s sex: “Male,” “Female,” or “Other.” 

		Female; Male; Other

		If no child sex information is provided, or if there is conflicting information across data sources used by the State educational agency (SEA), this MDE may be left blank.

		Student Demographic



		10

		Birth Date

		The calendar date on which a child was born.

		Date (YYYYMMDD)

		

		Student Demographic



		11

		Multiple Birth Flag

		Multiple Birth refers to the delivery of more than one offspring in a single birth event

		Yes; No

		Yes indicates the child is a twin, triplet, etc. If value is No, the child does not have any twin, triplet, or additional same-birth siblings.

		Student Demographic



		12

		RESERVED

		

		

		

		



		13

		RESERVED

		

		

		

		



		14

		RESERVED

		

		

		

		



		15

		Birth Date Verification

		The evidence by which a child's date of birth is confirmed.

		Any valid NCES code below:

1003 - Baptismal or church certificate 1004 - Birth Certificate

1005 - Entry in family Bible 1006 - Hospital Certificate 1007 - Parent's affidavit 1008 - Passport

1009 - Physician's Certificate

1010 - Previously verified school records 1011 - State-issued ID

1012 - Driver's license

1013 - Immigration document 2382 - Life insurance policy

9999 - Other

		

		Student Demographic



		16

		Parent 1 First Name

		The first name of parent 1. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If there is no parent 1 information disclosed, or if the child is responsible for his or her own welfare (e.g., emancipated youth), leave blank.



		Student Demographic



		17

		Parent 1 Last Name

		The last name of parent 1. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If Parent 1 First Name is present, then Parent 1 Last Name must also be present. If there is no parent 1 information disclosed, leave blank.

		Student Demographic



		18

		Parent 2 First Name

		The first name of parent 2. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If there is no parent 2 information disclosed, or if the child is responsible for his or her own welfare (e.g., emancipated youth) leave blank.

		Student Demographic



		19

		Parent 2 Last Name

		The last name of parent 2. The term ‘parent’ includes a legal guardian or other person standing in loco parentis (such as a grandparent or stepparent with whom the child lives, or a person

who is legally responsible for the welfare of the child).

		Free text (50-character limit)

		If Parent 2 First Name is present, then Parent 2 Last Name must also be present. If there is no parent 2 information disclosed, leave blank.

		Student Demographic



		20

		Qualifying Arrival Date (QAD)

		The Qualifying Arrival Date (QAD) is the calendar date that the child’s eligibility for the Title I, Part C –MEP begins.  

		Date (YYYYMMDD)

		This information is documented on the child’s MEP Certificate of Eligibility (COE).

		QAD



		21

		Qualifying Move From City

		The name of the city that was the child’s last place of residency immediately prior to the qualifying

move.

		Free text (100-character limit)

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



		QAD



		22

		Qualifying Move From State

		The postal abbreviation code for the State (within the United States) or Outlying Area that was the child’s last

place of residency immediately prior to the qualifying move.

		Any valid U.S., Canadian or Mexican state abbreviation or freeform entry of any other state name if country not = U.S., Canada, or Mexico.

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



		QAD



		23

		Qualifying Move From Country

		The abbreviation code for the country (other than the US) that was the child’s last place of residency immediately prior to the qualifying move.

		Any valid country code as listed in the MSIX technical reference materials.

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



The Country Codes table can be found in the MSIX website once you’ve logged in. Click Resources on the left-side navigation and there will be a link for Country Codes.

		QAD



		24

		Qualifying Move To City

		The name of the city in which the child resided immediately following

the qualifying move as the worker, or with or to join, the worker.

		Free text (100-character limit)

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



A qualifying move can never be made to a country outside of the United States.

		QAD



		25

		Qualifying Move To State

		The 2-letter postal abbreviation code for a State (within the United States) or Outlying Area in which the child resided immediately following the qualifying move as the worker, or with or to join, the worker.

		Any valid U.S. State code

		This information is documented on the child’s MEP Certificate of Eligibility (COE).



A qualifying move can never be made to a country outside of the United States.

		QAD



		26

		Eligibility Expiration Date (EED)

		The calendar date on which the child is no longer eligible for the MEP. This date should initially be a date equal to 36 months from the child’s last QAD.

		Date (YYYYMMDD)

		This date must be replaced if the child’s eligibility expires earlier than 36 months from the child’s last QAD.  Reasons for an earlier expiration include graduated high school; obtained high school equivalency (HSE); declined MEP eligibility; reached 22 years of age or is no longer entitled to a free public education in the State; or is deceased.

		QAD



		27

		Immunization Record Flag

		Yes, indicates the school or MEP project has immunization records on file for the child.

		Yes; No

		A child’s immunization record is tied to school or MEP enrollment. Users should contact the appropriate facility if a copy of the immunization record is needed.

		Enrollment



		28

		Enrollment Date

		The verified calendar date of the child’s first day of attendance.

		Date (YYYYMMDD)

		For Enrollment Types 01, 02, 03, 04, 05, and 07, the enrollment date is the child’s first date of attendance.  



For Residency-only enrollments (MDE #29, Enrollment Type 06), the enrollment date is the date the child first resided in the school district or State.



		Enrollment



		29

		Enrollment Type

		The type of school/MEP project in which instruction and/or support services are provided.

		01 - Basic School Program.

02 - Regular Term MEP-Funded Project. 

03 - Summer/Intersession MEP-Funded

Project.

04 - Year-Round MEP-Funded Project. 

05 - Basic School Program and Regular-

Term MEP-Funded Project.

06 - Residency Only (none of the above) 

07 - Non-migrant enrollment

		Value 05 applies as long as a child is receiving services and as long as the school houses the MEP Project. If this value is selected, the value for MEP Project Type (below) must be 01 (School-based MEP Project).



Enrollment types 01, 06, and 07 will not have a MEP Project Type (MDE#31). The Department is expecting the States to submit both school enrollments and MEP project enrollments, not enrollments for each service provided. A data entry is not needed for every time and place that a migrant student receives some type of service. The Department is also expecting States to report the name of the project that was providing services, not the name of the service that was provided.



Value 07 should only be used to submit files containing secondary credit accrual information for school enrollments that precede the child’s MEP eligibility.

		



		30

		School or Project Name

		The full legally or popularly accepted name of a school (or MEP project providing instruction and/or support services) in which the child was enrolled.

		Free text (100-character limit)

		MSIX is designed to accept information on either a School or a Project or both, so each entity can complete this item by

entering as much information as is available to them.

		Enrollment



		31

		MEP Project Type

		Indicates the type of MEP project based on the location where the MEP services are held. 

		01 - School-based MEP Project

02 - Non-school-based MEP Project

		The State should populate this MDE with the “01 School-based MEP Project” value if the Enrollment Type is value “05 Basic School Program and Regular- Term MEP-Funded Project.”

		Enrollment



		32

		School Identification Code

		A unique national code assigned by the National Center of Education Statistics (NCES) to each school providing educational and/or educationally related services. 

		Valid 12-digit NCES school identification code.

		This data element is only applicable to school enrollments or school-based MEP projects. The School Identification Code is separate from the MSIX Identification Code, and State Student Identifier Types.

		Enrollment



		33

		Facility Name

		The name of a building where the school activity or MEP project was conducted. 

		Free text (100-character limit)

		In cases where the activity was conducted outside of a building site, provide the name and address of an administrative office where the MEP project staff can be contacted.

		Enrollment



		34

		Facility Address 1

		Line 1 of the mailing address. The street number and name or post office box number of a facility's address.

		Free text (35-character limit)

		

		Enrollment



		35

		Facility Address 2

		Line 2 of the mailing address. The building, office, department, room, suite number of a facility's address.

		Free text (35-character limit)

		

		Enrollment



		36

		Facility Address 3

		Line 3 of the mailing address for a facility.

		Free text (35-character limit)

		

		Enrollment



		37

		Facility City

		The name of the city in which a facility is located.

		Free text (30-character limit)

		

		Enrollment



		38

		School District Name

		The full legally or popularly accepted name of a local educational agency

(i.e., school district or local operating agency).

		Valid NCES district name for the school district in which the school or school-based MEP project is located.

		The School District is not populated for non-school-based MEP projects.

		Enrollment



		39

		Facility State

		The postal abbreviation code for a State (within the United States) or Outlying Area in which a school or other facility is located.

		Valid State code for this facility.

		State code entered must match the NCES database for the school identification code entered in MDE 32.

		Enrollment



		40

		Facility Zip

		The zip code portion of a facility’s address.

		Valid five- or nine-digit postal zip code.

		Zip code entered must match the NCES database for the school identification code entered in MDE 32.

		Enrollment



		41

		Telephone Number

		The telephone number, with area code, of the school or MEP project contact person including the extension, if applicable.

		Free text (10-character limit)

		

		Enrollment



		42

		Grade Level

		The grade level in which a school/MEP project enrolls a child.

		P0 - Age Birth 

P1 - Age 1

P2 - Age 2 

P3 - Age 3 (not in Kindergarten) 

P4 - Age 4 (not in Kindergarten) 

P5 - Age 5 (not in Kindergarten)

PS – Age 0-5; In a Pre-school program (not in Kindergarten)

PX - Age 0-5; Preschool attendance unknown (not in Kindergarten)

KG - Kindergarten 01 - Grade 1

02 - Grade 2

03 - Grade 3

04 - Grade 4

05 - Grade 5

06 - Grade 6

07 - Grade 7

08 - Grade 8

09 - Grade 9

10 - Grade 10

11 - Grade 11

12 - Grade 12 UG - Ungraded

00 - Out-of-School

		

		Enrollment
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		English Learner Indicator

		Child meets the State’s definition of “English Learner” as defined in Section 8101(20) of ESSA.

		Yes; No

		When value is Yes, submit MDE 52, value 11 – State Assessment English Language Proficiency. This indicator must be submitted for children ages 3 through 21 years old.

		Enrollment



		44

		Individuals with Disabilities Education Act Indicator

		Children who meet the definition of children with disabilities as defined by sections 300.34 - 300.311 of IDEA. 

		Yes; No

		This indicator must be submitted for children ages birth through 21 years old.

		Enrollment



		45

		Continuation of Services Indicator

		Reason why the formerly eligible migratory child is being served under the continuation of services authority of the MEP (section 1304(e) of ESSA).

		01 - Child receiving services for the duration of the term after eligibility expiration

02 - Child receiving services for 1 additional school year – comparable services are not available through other programs

03 - Student who was eligible for services in secondary* school continues to be served in credit accrual programs until

graduation

		

		Enrollment



		46

		Med Alert Indicator

		Alert indicator for a medical/health condition

		Chronic; Acute; None

		Enter “None” if there are no known medical conditions, or if unknown.



This field can be left blank.

		Enrollment



		47

		PFS Indicator

		Indicates whether the State has determined the child to be priority for services for the enrollment period (as defined by section 1304(d) of ESSA).

		Yes; No

		This indicator must be submitted for children ages 3 through 21 years old.

		Enrollment



		48

		Designated Graduation School

		The NCES school identification number that identifies the school or facility from which a student expects

to graduate. Only one school may be designated for graduation at a time.

		Valid NCES school identification number

		This data element is only applicable for secondary* students where a designated graduation school is known. 



If the graduation school is not known, or if this MDE does not apply, it may be left blank.

		Enrollment



		49

		Withdrawal Date

		The verified calendar date of the child’s last day of attendance.

		Date (YYYYMMDD)

		For Enrollment Types 01, 02, 03, 04, 05, and 07, the withdrawal date is the child’s last date of attendance.  



For Residency-only enrollments (Enrollment Type 06), the withdrawal date is the date the child last resided in the school district or State.

		Enrollment



		50

		Assessment Title

		The title or description, including a form number that identifies a particular assessment.

		Free text (55-character limit)

		

		Assessment



		51

		Assessment Content

		The description of the content or subject area (e.g. mathematics, reading) of an assessment.

		Free text (35-character limit)

		

		Assessment



		52

		Assessment Type

		The category of an assessment based on format and content.

		09 - State Assessment – Mathematics 10 - State Assessment – Reading or Language Arts

11 - State Assessment – English Language Proficiency 

01 - State Assessment - An assessment other than reading/language arts, mathematics, and English language proficiency

02 - Advanced placement test - An assessment to measure the achievement of a student in a subject matter area, taught during high school, which may qualify him or her to bypass the usual initial college class in this area and begin his or her college work in the area at a more advanced level and possibly with college credit.

03 - Language proficiency test - An assessment used to measure a student’s level of proficiency (i.e., speaking, writing, reading, and listening) in either a native language or an acquired language. 04 - Exit Exam.

05 – High School Equivalency.

06 - Special Education Assessment. 07 - Early Childhood Development Assessment.

08 - Other Achievement Test



		For Mathematics State Assessment, use value 09 – State Assessment – Mathematics to denote an assessment to measure

a student’s present level of

knowledge, skill, or competence in Mathematics as required under ESSA Sec. 1111(b).



For Reading or Language Arts State Assessment, use value 10 – State Assessment – Reading or Language Arts to denote an assessment to measure a student’s present level of knowledge, skill, or competence in Reading or Language Arts as required under ESSA Sec.

1111(b).



For English Language Proficiency State Assessment, use value 11 – State Assessment

– English Language Proficiency to denote an assessment to measure a student’s present level of knowledge, skill, or competence in English Language Proficiency as required under ESSA Sec. 1111(b).



When MDE 43 – English Learner Indicator is Yes, use MDE 52 value 11 – State Assessment – English Language Proficiency.

Submit all other language proficiency tests as MDE 52 value 03 – Language proficiency test.



For State Assessments other than mathematics and reading/language arts, use value 01 – State Assessment.



When using MDE 52 values 09,

10 or 11, MDE 56 must be “Advanced,” “Proficient or Above,” “Proficient,” “Passed,” “Failed,” “Not Proficient,”,

“Basic,” “Below Basic,” or “Far Below Basic.”

		



		53

		 Assessment Administration Date

		The month and year on which an assessment is administered.

		 Date (MMYYYY)

		

		  Assessment



		54

		Assessment Reporting Method

		The method that the instructor of the class uses to report the performance and achievement of all students. It may be a qualitative method such as individualized teacher comments or a quantitative method such as a letter or a numerical grade. In some cases, more than one type of reporting method may be used.

		0512 - Achievement level 0490 - Age score

0491 - C-scaled scores 0492 - CEEB-scores

0493 - Grade equivalent or grade-level indicator

0494 - ITED-score

0144 - Letter grade/Mark 0513 - Mastery level

0497 - Normal curve equivalent 0498 - Normalized standard score 0499 - Number score

9999 - Other

0500 - Pass-Fail

0502 - Percentile rank 0503 - Proficiency level 0504 - Ranking

0505 - Ratio IQ's

0506 - Standard age score 0508 - Stanine score 0509 - Sten score

0510 - T-score

0511 - Z-score

		

		 Assessment



		55

		Score Results

		A score or statistical expression of the performance of a child on an

assessment.

		Free text (40-character limit)

		

		 Assessment



		56

		Assessment Interpretation

		The assessment proficiency level attributed to the Score Results. All values may not be applicable for each State.

		Free text (100-character limit) Advanced

Proficient or Above Proficient

Passed Failed

Not Proficient Basic

Below Basic

Far Below Basic

Other – [Describe Proficiency Level]

		When using MDE 52 values 09,

10 or 11, do not use “Other”, MDE 56 must be “Advanced,” “Proficient or Above,” “Proficient,” “Passed,” “Failed,” “Not Proficient,”, “Basic,” “Below Basic,” or “Far Below Basic.”

		 Assessment



		57

		Course Title

		The name of a course (e.g., Algebra II, Art I, English III, Problems in

Democracy, English-10).

		Free text (50-character limit)

		

		 Course History*



		58

		Subject Area Name

		The name of the subject area (e.g., History, English) that corresponds to the course title.

		Free text (50-character limit)

		Use commonly understood term for academic subject area for the course listed in MDE 57.

		 Course History



		59

		Course Type

		An indication of the general nature and difficulty of instruction provided throughout a course.

		01 - Regular (Default): A course providing instruction (in a subject matter area) that focuses primarily on general concepts for the appropriate grade level.

02 - Honors: An advanced level course designed for students who have earned honors status according to educational requirements.

03 - Pre-Advanced: A course in preparation to admission to an AP Program.

04 - Advanced Placement: An advanced, college-level course designed for students who achieve specific level of academic performance. Upon successful completion of the course and a standardized Advanced Placement examination, a student may receive college credit.

05 - International Baccalaureate: A program of study, sponsored and designed by International Baccalaureate Organization, which leads to examinations and meets the needs of secondary* students between the ages of 16 and 19 years.

07 - Not Applicable

08 - Dual Enrollment: Students enrolled in secondary* school and enrolled at an institution of higher learning, such as a community college or university. These students may take classes at either institution for credit toward their high school diploma, as well as for college credit.

09 - Concurrent Enrollment: The process in which high school students enroll at a university or college to attain class credit for college.

00 - Other

		

		 Course History



		60

		Academic Year

		Academic year in which the child last attended the course (e.g. 2004-2005)

		Free text

		

		 Course History



		61

		Course Section

		The prescribed duration of course taken.

		1. - Full year

1. - Section A–The first of two equal segments into which the course is divided.

1. - Section B–The second of two equal segments into which the course is divided.

		

		Course History



		62

		Term Type

		The prescribed span of time that a course is provided, and in which students are under the direction and guidance of teachers and/or an educational institution.

		0827 - Full school year 0834 - Intersession 0835 - Long session 0832 - Mini-term

0830 - Quarter

0831 - Quinmester

0828 - Semester 0833 - Summer term 0829 - Trimester

0837 - Twelve month 9999 - Other

		

		Course History



		63

		Clock Hours

		For courses that have NOT been completed (or credit granted), the number of clock hours to date that the student has completed.

		Number (4 digits)

		For purposes of calculation, one day equals one clock hour.

		Course History



		64

		Grade-to-Date

		For courses that have NOT been completed (or credit granted), a percentage (rounded to the nearest whole number) of student performance for the grade-to-date that

the student has completed at the time of withdrawal.

		Free text (3-character limit)

		Numerical values are recommended, but letter grades are permitted.

		Course History



		65

		Credits Granted

		The credits granted to the student in Carnegie units for completing a given course or a section of a course (e.g., 1.0, .50, .33, .25, .20).

		Number (0.00)

		

		Course History



		66

		Final Grade

		For courses that have had credit granted, a final indicator of student performance in a class at the time of withdrawal as submitted by the

instructor.

		Free text (10-character limit)

		

		Course History



		67

		School District ID

		The LEA NCES ID of a local educational agency (i.e., school

district or local operating agency) in which the child is enrolled.

		Valid 7-digit LEA NCES district ID for the school or migrant education project

site in which the school or school-based migrant education project is located.

		The School District ID is not populated for non-school-based MEP projects.

		Enrollment



		68

		District of Residence

		The full legally or popularly accepted LEA NCES ID of the school district

where the migratory child resides.

		Valid LEA NCES school district identification number

		

		Enrollment



		69

		RESERVED

		

		

		

		



		70

		Residency Date

		The “Residency Date” is the calendar date that the child entered the school district in which they currently reside.

		Date (YYYYMMDD)

		This date may be documented on the child’s MEP COE or may be a subsequent residency date resulting from a subsequent move.



		Enrollment



		71

		Enrollment Comment

		A comment pertinent to a child’s enrollment record indicating special circumstances or information. For example, the child was granted credits from a foreign school or while not enrolled in the MEP or

exceptions for assessment requirements.

		Free text (1000-character limit)

		Personally identifiable and health information must not be listed in this field.

		Enrollment



		72

		Out of State Transcript Indicator

		Indicates that a State has the child’s student transcripts from another State or country.

		Yes; No

		This MDE indicates that additional course history information not contained in

MSIX is available to assist in making credit accrual decisions.



This indicator is tied to the enrollment line in which a copy of the transcript can be found.

		Enrollment



		73

		Residency Verification Date

		The calendar date on which a child’s residency in the State has been confirmed.

		Date (YYYYMMDD)

		This date may be documented on the child’s MEP COE or other SEA-accepted documentation.



		Enrollment



		74

		Graduation/HSE Date

		The calendar date in which the child either graduated or received his/her HSE (High School Equivalency).  Leave blank if the child has not reached this milestone.

		Date (YYYYMMDD)

		This date, always used in conjunction with MDE 75, indicates that the child is no longer entitled under State law to a free public education and,

therefore, is not eligible to receive MEP services.

		Enrollment



		75

		Graduation/HSE Indicator

		Indicates the child has either graduated from High School or received his/her HSE. Leave blank if the child has not reached this milestone.

		Graduation; HSE

		This indicator, always used in conjunction with MDE 74, indicates that the child is no longer entitled under State law to a free public education and,

therefore, is not eligible to receive MEP services.

		Enrollment



		76

		Algebra 1 or Equivalent Indicator

		Yes, indicates the child has received full credit in a mathematics course that is Algebra 1 or its equivalent.

		Yes; No

		Information is supplied by the entity that is awarding credit for the course or by the entity that is evaluating course history for enrollment purposes.

		Enrollment



		77

		Parent 1 Email Address

		Email Address of the parent listed as Parent 1.

		Free text (50-character limit)

		If the parent’s current email address is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic



		78

		Parent 2 Email Address

		Email Address of the parent listed as Parent 2. 

		Free text (50-character limit)

		If the parent’s current email address is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic



		79

		Parent 1 Phone Number

		Telephone number of the parent listed as Parent 1.

		Number (15-digit limit)

		If the parent’s current phone number is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic



		80

		Parent 2 Phone Number

		Telephone number of the parent listed as Parent 2.

		Number (15-digit limit)

		If the parent’s current phone number is unknown or is otherwise unavailable, this MDE may be left blank.

		Student Demographic







*Note: MSIX MDEs use the term "Secondary School" as an inclusive term for institutions offering academic grades above the elementary school level, without regard to specific grade levels. Generally, High School is a type of Secondary School that generally includes grades 9-12 where graduation diplomas are earned toward college entrance or entering the job market. Similarly, “Secondary Student” is an inclusive term referring to a student who is enrolled in institution(s) offering courses, services, and programs toward a graduation diploma. All Course History information must be entered where migratory children earn credits toward high school or secondary school graduation. MDEs related to graduation (#45: COS=03 & #48: Designated Graduation School) refer to schools and programs where a traditional Graduation Diploma may be earned (not to include HSE).

Expires 01/31/2026						
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REVIEW

WHAT IS PERSONALLY IDENTIFIABLE INFORMATION?







Personally Identifiable Information (PII)

Personally Identifiable Information can be any information about an individual that can be used on its own or with other information to uniquely identify, contact, or locate them

As an MEP employee or contractor, you are responsible for protecting any data that you have collected





Examples of PII







 PII

Full Name

Email Address

Home Address

Date of Birth

Employer

Combining pieces of PII data could result in a set of information that is uniquely identifiable



 Sensitive PII

Social Security

Drivers License

Passport Number

Educational Records

Medical Records





Migrant Student Data

Migrant student information collected through the Certificate of Eligibility (COE) includes Sensitive PII

Academic records associated with a migrant student are considered Sensitive PII







Principle of Least Privilege

This is the principle of granting the least amount of access necessary to perform one’s job duties. Following the Principle of Least Privilege better safeguards the system data against possible compromise. In New York, student data is only granted to the employees who work with those students



























Family Educational Rights and Privacy Act (FERPA)



Passed in 1974

Allows students to request their own records from schools

Protects the disclosure of student PII and educational records without consent

Exempts certain institutions from release consent requirements





FERPA Exceptions



School officials with legitimate educational interest

Other schools to which a student is transferring

Specified officials for audit or evaluation purposes

Appropriate parties in connection with financial aid to a student

Organizations conducting certain studies for, or on behalf of, the school

Source: https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html





FERPA Exceptions (continued)



Accrediting organizations

To comply with a judicial order or lawfully issued subpoena

Appropriate officials in cases of health and safety emergencies

State and local authorities within a juvenile justice system pursuant to specific state law

Source: https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html





Parent’s Bill of Rights

NYSED has required a “parent’s bill of rights” to explain what privileges parents have to access their children’s data.

This bill of rights is posted on nysmigrant.org/billofrights

The rights can be summarized as:

Parent’s have the right to review their child’s education record

An educational agency must verify the identity of the requesting parent

These requests must go directly to the educational agency, and not to a third party

An educational agency must inform the parent of this right annually

The educational agency must fulfill this request within 45 days

The records may be sent electronically if the parent requests, as long as they follow proper security requirements







SECURITY TOOLKIT

USERS  |  DEVICES  |  INTERNET







The Three “C”s of Security







Secure conduct

Secure computers

Secure communications











Secure Conduct
Thinking secure when interacting with student data

Secure Computers
Ensuring all devices accessing student data are properly secured 

Secure Communications
Utilizing secure methods to connect and send data over the internet





Conduct: Thinking Secure

Ensure only FERPA authorized parties have access to protected information



Ensure NYS Migrant Education information is not released without consent





Conduct: Thinking Secure

Request to use two-factor authentication whenever it is available



Never share your account passwords or passphrases with anyone else. Users are responsible for all actions taken with their credentials



Instead of a password, consider using a passphrase

Passphrases use combinations of words that are easy to remember, but difficult for a computer to guess









Credit: xkcd





Please give me coffee?





Conduct: Thinking Secure

Consider using a password manager

These will generate and remember unique passwords for all your accounts

Reduces the number of passphrases that you need to remember

Uses one master passphrase that cannot be reset if forgotten







Conduct: Thinking Secure

Be aware of phishing scams



Phishing scam emails attempt to trick you into giving up your password or other private information



Phishing scam emails often try to create a sense of urgency, and inform you that you must act quickly otherwise something bad will happen to you







Urgent subject

Generic greeting

Imperfect grammar

Website builder

Generic signature





Conduct: Thinking Secure

Be aware of social engineering scams

Social engineering phone calls often come unprompted from an individual claiming to represent a large organization, such as Microsoft, who are calling with regards to an issue they have found on your computer

They will often attempt to direct you to websites that request your credit card number, account information, or access to your computer

Stop. Think. Ask the representative very simple questions that they would know if they worked for your organization. If they cannot answer, hang up





Computers: Device Security

All devices containing PII should use full disk encryption

Bitlocker for Windows and for USB drives containing PII

FileVault for MacOS

All devices used for work should have antivirus installed

Do not leave devices out in a place where they may be stolen, such as an unattended car seat. Instead, store them somewhere out of sight.

Work documents should be securely backed up on a network drive or a cloud platform so they can be restored if destroyed





Computers: Device Security

All devices containing PII should use full disk encryption

Bitlocker for Windows and for USB drives containing PII

FileVault for MacOS

All devices used for work should have antivirus installed

Do not leave devices out in a place where they may be stolen, such as an unattended car seat. Instead, store them somewhere out of sight.

Work documents should be securely backed up on a network drive or a cloud platform so they can be restored if destroyed







Devices with Smart Assistants such as Siri, Alexa, or the Google Assistant, are configured to constantly listen for commands. It is best practice to use the “mute” feature on any of these devices while at work, particularly when any Personally Identifiable Information is being discussed.



Computers: Device Security





Communications: Internet Security

When connecting to public WiFi, use a VPN if available or a mobile hotspot

TRANSMISSION OF PERSONALLY IDENTIFIABLE INFORMATION OVER THE INTERNET MUST ALWAYS BE ENCRPYTED!

PII cannot be placed in the body of an email; instead, it must be sent as an encrypted attachment

The password for an encrypted attachment must be sent through a different form of communication (separation of mediums)

Phone call

Text

Previously known password





Communications: Internet Security

Common file encryption programs include:

Microsoft Office: Encrypt Office files

Adobe Acrobat Pro: Encrypt PDF files

7zip: Compress & encrypt files

NAPS2: Scan documents directly to an encrypted PDF file







QUESTION

“Can I just send the password in a second email?”

NO





Communications: Internet Security

Discuss: what if I do not have another way to contact the individual?

Include a confidentiality notice at the bottom of emails containing such attachments or information





Confidentiality Notice

"This electronic message is intended to be for the use only of the named recipient, and may contain information from the [organization] that is confidential or privileged, or protected FERPA. If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution or use of the contents of this message is strictly prohibited. If you have received this message in error or are not the named recipient, please notify us immediately, either by contacting the sender at the electronic mail address noted above or calling the [organization] at [phone number], and delete and destroy all copies of this message. Thank you"





BREACH OF DATA

RISKS | CAUSES | REPORTING







Risks of improper handling



Risks to Migrant Children and Families

Identity theft, financial loss, and/or credit damage

Emotional distress

Loss of confidence in the government





Risks to MEP Employees

Disciplinary action resulting in: loss of clearance, loss of access to PII, or loss of employment

Penalties under the Family Educational Rights and Privacy Act Privacy Act

Diminished reputation







Risks to the MEP

Diminished reputation

Costs of mitigation and/or litigation

Impact on agency processes

Loss of the public trust







Causes

Can be a simple mistake, such as sending an email with PII to the wrong recipient

Can be the result of a compromised account or device

Theft of device

Lack of encryption

Many more



Better safe than sorry- report any warning signs





Reporting

Step 1: Contain the breach

Step 2: Contact immediate supervisor

Step 3: Contact the ID&R / MIS2000 Director

Step 4: Document the breach



On many occasions, the ID&R / MIS2000 Director might request that you participate in a detailed evaluation of the events leading to the breach for official records, prevention, and other uses
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ENCRYPTION TOOLS

MICROSOFT OFFICE | 7-ZIP







Microsoft Office



Add a password to any Office file with this built-in encryption utility





7-zip



Encrypt any file, not just .PDFs!





Online Guide

All encryption steps can be found online for future reference at www.nysmigrant.org/encryption







What can you do right now?

Turn on multifactor authentication for all your accounts



Start using a passphrase for your next account



Find a password manager that is right for you



See if a VPN is available to you through your organization







Questions?

THANK YOU FOR ATTENDING!
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Migrant Student Information Exchange (MSIX)


Rules of Behavior



Updated August 2015

Responsibilities

The Migrant Student Information Exchange (MSIX) is a Department of Education (ED) information system and is to be used for official use only. Users must read, understand, and comply with these Rules of Behavior. Failure to comply with the MSIX Rules of Behavior may result in revocation of your MSIX account privileges, job action, or criminal prosecution.


MSIX users must complete a basic security awareness training course prior to being granted access to the system. The security topics addressed in this document provide the required security awareness content, so it is important that you read through this entire text. Users must also complete annual security awareness refresher training. MSIX will prompt you to reread the Rules of Behavior annually (or more often due to changes in the system or regulations) to meet this requirement.

MSIX users are responsible for notifying their MSIX User Administrator when they no longer require access to MSIX. This may occur when a user gets new responsibilities that do not include a need to access MSIX or when the user gets another job or position.

Monitoring


This is a Department of Education computer system. System usage may be monitored, recorded, and subject to audit by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM. Unauthorized use of this system is prohibited and subject to criminal and civil penalties.


System personnel may provide to law enforcement officials any potential evidence of crime found on Department of Education computer systems. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING, RECORDING, and AUDIT.

MSIX Security Controls

MSIX security controls have been implemented to protect the information processed and stored within the system. MSIX users are an integral part in ensuring the MSIX security controls provide the intended level of protection. It is important to understand these security controls, especially those with which you directly interface. The sections below provide detail on some of those controls and the expectations for MSIX users.

MSIX security controls are designed to:


· Ensure only authorized users have access to the system; 


· Ensure users are uniquely identified when using the system; 


· Tie actions taken within the system to a specific user; 


· Ensure users only have access to perform the actions required by their position; 


· Ensure MSIX information is not inappropriately released; and 


· Ensure MSIX is available to users when needed. 

Examples of security controls deployed within MSIX include:


· Automated Session Timeout – Users are automatically logged out of MSIX after thirty minutes of inactivity.  This helps ensure unauthorized users do not gain access to the system.


· Role-Based Access Control – User IDs are assigned a specific role within MSIX.  This role corresponds to the user’s job function and restricts access to certain MSIX capabilities.


· Audit Logging – Actions taken within MSIX are captured in log files to help identify unauthorized access and enforce accountability within the system.


· Incident Response – If a user suspects their user ID has been subject to unauthorized use, contact the MSIX help desk immediately.

· Communication Protection – Traffic between a user’s web browser and the MSIX servers is encrypted to protect it during transmission.


The sections below describe several other security controls in place within MSIX.  It is important that you understand and comply with these controls to ensure the MSIX security is maintained.

User Credentials

User credentials are the mechanism by which MSIX identifies and verifies users.  These are your user ID and password.  User IDs uniquely identify each MSIX user and allow the MSIX System Administrators to attribute actions taken within the system to a specific user.  This tracking is important in enforcing accountability within the system.  Passwords are used by MSIX to verify a user’s identity.  It is important for you to comply with the following rules governing user credentials:


· Protect your logon credentials at all times.

· Never share your user ID and/or password with anyone else.  You are responsible for all actions taken with your user credentials.

· Your passwords must:


· Be changed upon initial login to MSIX;

· Contain at least eight (8) characters;

· Contain a mix of letters (upper and lower case), numbers, and special characters (#, @, etc.);

· Be changed at least every ninety (90) days; 

· Not reuse your previous six (6) passwords;

· Do not write your password down or keep it in an area where it can be easily discovered.

· Avoid using the “remember password” feature.


· User accounts are disabled after three (3) consecutive invalid attempts are made to supply a password.


· Reinstatement of a disabled user account can only be completed by a Help Desk technician or a system administrator.


Privacy of MSIX Information


MSIX users are subject to the Privacy Act of 1974 which established a code of fair information practices that govern the collection, maintenance, use, and dissemination of information about individuals. The Privacy Act prohibits the disclosure of records unless the disclosure has consent of the individual or is pursuant to one of twelve statutory exceptions. The Privacy Act also provides parents the right to gain access to their student’s record (Student Consolidated Record Report) and amend it. For additional guidance on disclosing student records, please see your State Education Agency (SEA).

Protection of MSIX Information


You are required to protect MSIX information in any form.  This includes information contained on printed reports, data downloaded onto computers and computer media (e.g. diskettes, tapes, compact discs, thumb drives, etc.), or any other format.  In order to ensure protection of MSIX information, you should observe the following rules:

· Log out of MSIX if you are going to be away from your computer for longer than fifteen minutes.

· Log out of MSIX or lock your computer before you leave it unattended by using the <Ctrl> <Alt> <Delete> key sequence when leaving your seat.

· Media (including reports) containing MSIX information should be removed from your workstation during non-business hours.

· Do not leave paper media with MSIX information in public areas such as printers, copiers, fax machines, conference rooms, etc.

· Store media containing MSIX information in a locked container (e.g. desk drawer) during non-business hours.


· Store digital information in an encrypted format where technically possible.


· Media containing MSIX information should be properly cleansed or destroyed.


· Shred paper media and compact discs prior to disposal.


· Diskettes and other magnetic media should be cleansed using appropriate software or a magnetic field with sufficient strength so as to make the information unreadable.


· Note that simply deleting files from magnetic media does not remove the information from the media.


· Media containing encrypted information can be excluded from the cleansing process, although it is recommended.


· If the access which you have been granted within MSIX is more than required to fulfill your job duties, it should be reported to your MSIX User Administrator.

· Do not disclose MSIX information to any individual without a “need-to-know” the information in the course of their business.

Other Security Considerations


This section describes some additional security items of which you should be aware.

· Incident Response – If you suspect or detect a security violation in MSIX, contact the MSIX Help Desk immediately.  For example, if you suspect someone may have used your user ID to log in to MSIX, you should contact the MSIX Help Desk.  Other warning signs that MSIX may have been compromised include, but are not limited to: inappropriate images or text on the web pages, data formats that are not what is expected, missing data, or MSIX is not available.  While these may not be attributed to a compromise, it is better to have it checked out and be sure than to take no action.

· Shoulder Surfing – Shoulder surfing is using direct observation techniques, such as looking over someone’s shoulder, to get information.  An example of shoulder surfing is when a person looks over someone else’s shoulder while they are entering a password for a system to covertly acquire that password.  To protect against this type of attack, slouch over your keyboard slightly when keying in your password to block the view of a possible onlooker.


· Social Engineering – Social engineering is a collection of techniques used to manipulate people into performing actions or divulging confidential information.  For example, a hacker calls a user at random and pretends to be a help desk technician.  Under the guise of purportedly fixing a problem, the hacker requests the user’s login credentials.  If provided, the user has unwittingly provided system access to an unauthorized person.


To defeat social engineering simply question anything that doesn’t make sense to you.  For example, a help desk technician should never ask a user for their login credentials to resolve a problem.  If you receive a call from someone and you are not sure who they are, ask for a callback number.  Hang up the phone and call back to the number provided.  Hackers will typically provide a bogus number.  Ask questions.  If the answers you receive do not make sense, end the call and report the incident to your local security organization.


· Faxing – When faxing MSIX information, call the recipient of the fax and let them know it is coming.  Ask them to go to the fax machine so they can pull it off right away so any sensitive information is not left lying around the office.

· Virus Scanning – Scan documents or files downloaded to your computer from the Internet for viruses and other malicious code.  Virus scanning software should also be used on email attachments.


I acknowledge that I have read, understand, and agree to abide by the Migrant Student Information Exchange Rules of Behavior as described in this document.  My signature below is verification of my agreement to my compliance.


_________________________
____________________________
______


Name (Printed)


Signature



Date

2 of 5
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Legal References

Public Law 114-95 (Every Student Succeeds Act)

	Section 1304 (b)(3) and Section 1308(b) – Timely transfer 	of pertinent school records and linkage of States migrant 	student record systems



Code of Federal Regulations

	34 CFR §200.85 – MSIX regulations



Guidance

	Chapter VI- Coordination   
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MSIX contains real, sensitive student data that should not be shared with those who do not need it. MSIX contains the information needed to commit identity theft, so protecting Personally Identifiable Information (PII) is a critical aspect of MSIX. PII is generally considered information that, alone or in combination, is linked or linkable to a specific student that would allow a person, who does not have personal knowledge of the relevant circumstances, to identify the student with reasonable certainty.

If there is a PII incident contact the MSIX Help Desk immediately.

Please be aware of sensitive data and PII when sending screenshots within your department or troubleshooting with the Help Desk.





Privacy Reminder





























What is MSIX?

MSIX is a web-based portal that links States’ migrant student record databases to facilitate the national exchange of migrant students’ Certificate of Eligibility (COE) demographic, educational, and health information among States.
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Overview of MSIX

MSIX is the national data system that links data from States

The purpose of MSIX is to support timely enrollment, placement, credit accrual, and MEP participation

MSIX regulations REQUIRE all States to use MSIX

User access is “role based” but all users can search/retrieve data

Smartphone friendly
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How MSIX can help you?

Search Students to determine if they have been in the Migrant Education Program

View a new student’s course history to determine grade level placement

View student’s Limited English Proficient (LEP) or Individualized Education Plan (IEP) status

View student’s credit accrual

Send Move Notices
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Requesting an Account

All MEP staff should be eligible for an MSIX account

Obtaining an MSIX User Account: 

	–Complete the MSIX cybersecurity training

	–Complete MSIX User Application

	–Accept MSIX Rules of Behavior

You can download all the resources here:

https://www.nysmigrant.org/resources/downloads
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Accessing MSIX

Type www.msix.ed.gov in your browser

Click “Accept” in the “Welcome to MSIX” page

Enter your “username” and “password”
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Passwords!

Click the “Forgot your Password” link and follow the instructions. 

It will ask you some questions to confirm your identity

Be careful with “copy/paste” the temporary password

If you have any issues: contact Odilia or Will
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What is MFA?

Per the National Institute of Standards and Technology (NIST), MFA is an authentication system that requires more than one distinct authentication factor (something you have, something you know, or something you are) for successful authentication. Passwords alone are no longer strong enough to protect sensitive information. Multi-factor authentication is commonly used to access personal healthcare information using a text message code. You may have also encountered MFA in the form of biometrics to gain access to a phone using facial recognition.
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Two-factor!

October 2022, MFA will be mandatory for all users

Follow the steps and call us if you have any questions
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Two-factor!

Here are Odilia’s steps. She downloaded Google Authenticator for her Android
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Did you forget your password?

Click the “Forgot your Password” link and follow the instructions. 

It will ask you some questions to confirm your identity

Please be careful copying/pasting the temporary password
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Search Students/View Student Records

Search/View Student Records:

When a new migratory student is identified in your district, search for the child on MSIX

On MSIX you will be able to:

Determine if they have previously been identified as Migrant

View a new student’s Course History to determine course and grade level placement

You can also view other important information such as immunization, Limited English status, and IEP status
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Using a Smartphone

Search Students:

Enter available information

Try different ways!

Lissete vs Lizete vs Liz-et

You can also use the Advanced Search option where you can include: Gender, parent’s names, and school or project name
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Using a Smartphone

After entering the available information, click “Search”

All possible “matches” will be shown

Review student records for a possible match
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Using a Smartphone

You should be able to determine if there is a match using the information available

Example: submitting states, Date of Birth, parent’s names
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Using a Smartphone

After selecting the student, the tutor can:

Request data if educational or other information is needed for enrollment or placement 

Flag for merge/split (depending on role) if there are duplicate records for a student

Move notice if a student is moving to another district or state. Please collaborate with your DS in this process.
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Using your Desktop/Laptop 



 

 





Click here if you want to search by parents names or birth country
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MSIX STUDENT DATA

























Student Data





Demographics





Course History





Assessments





Enrollments





Demographics

Minimum Data Elements:

There are 80 data elements that all Migrant Education Programs are required to upload to MSIX

All of these data elements are relevant for enrollment and services 
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Enrollments

Enrollments:

Here you can see if the child has recently being flagged with Medical Alert

You can also check if the child has immunizations available, has been classified as EL

Finally, you can see if the child has been classified as PFS or has an IEP
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Assessments/Course History

MSIX will consolidate all the data from different states to help with placement and credit accrual
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Consolidated Student Record

Using the Consolidated Record:

As part of MEP, we are required to use the MSIX Consolidated Student Record for all migratory children 

You can print or review the Consolidated Student Record when you receive a newly identified migratory child

Click Export and choose how you want to download the data
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Consolidated Student Record

 Please make sure that all Personally Identifiable Data is safe and safely disposed









MSIX gives you different formats to download data

Some formats will allow you to choose what data you want to be displayed!
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Training

If you are new to MSIX please take advantage of all the training materials that are available for you at https://msix.ed.gov
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Thank You!



Odilia.coffta@Oneonta.edu

Wilfred.messier@Oneonta.edu
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